NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule: DAA-NU-2015-0002

Request for Records Disposition Authority

Records Schedule Number

Schedule Status

Agency or Establishment

Record Group / Scheduling Group

Records Schedule applies {o

Schedule Subject

be provided

Background Information

DAA-NU-2015-0002

Approved

Department of the Navy

Agency-wide

Navy Undifferentiated

Telecommunications and Information Technology
internal agency concurrences will  No

Department of the Navy Records Schedule 2015 revision - Chapter 2

ltem Count

Number of Total Disposition | Number of Permanent Number of Temporary Number of Withdrawn

ltems Disposition Items Disposition ltems Disposition ltems

18 5 13 0

GAOQO Approval
Electronic Records Archives Page 1 of 26 PDF Created on: 07/06/2016




NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule DAA-NU-2015-0002

Outline of Records Schedule ltems for DAA-NU-2015-0002

Sequence Number
1

1.1

1.2

1.3

1.4

1.5

1.6

1.7

18

1.9

1.10

1.1

1.12

1.13

1.14

1.1

1.16

1.17

Chapter 2 - Telecommunications and Information Technology

2000-1 Policy, Strategy, and Planning:
Disposition Authority Number: DAA-NU-2015-0002-0001

2000-2 OPNAV Communications Centers
Disposition Authority Number; DAA-NU-2015-0002-0002

2000-3 Equipment Planning and Servicing
Disposition Authority Number: DAA-NU-2015-0002-0003

2000-4 Information Loss or Compromise, Major Incident
Disposition Authority Number: DAA-NU-2015-0002-0004

2000-5 Extremely Low Fréquency (ELF) Program
Disposition Authority Number: DAA-NU-2015-0002-0005

2000-6 NATO and Allied switched systems
Disposition Authority Number: DAA-NU-2015-0002-0006

2000-7 Communications Program Planning
Disposition Authority Number: DAA-NU-2015-0002-0007

2000-8 Information Loss or Compromise (temporary)
Disposition Authority Number: DAA-NU-2015-0002-0008

2000-9 Telecommunication Program Management
Disposition Authority Number: DAA-NU-2015-0002-0009

2000-10 Telecommunication Systems Planning and Implementation
Disposition Authority Number: DAA-NU-2015-0002-0010

2000-11 Data Standardization
Disposition Authority Number: DAA-NU-2015-0002-0011

2000-12 Radio Frequency Risk Management
Disposition Authority Number: DAA-NU-2015-0002-0012

2000-13 International/Domestic Coordination
Disposition Authority Number: DAA-NU-2015-0002-0013

2000-14 General Correspondence (Information Technology and Communication
s) .
Disposition Authority Number: DAA-NU-2015-0002-0014

2000-15 General Communications Operations
Disposition Authority Number: DAA-NU-2015-0002-0015

2000-16 Routine Communications Traffic Handling/Processing
Disposition Authority Number: DAA-NU-2015-0002-0016

2000-17 Transient Records
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule DAA-NU-2015-0002

Disposition Authority Number: DAA-NU-2015-0002-0017

1.18 2000-18 COMSEC Material System
Disposition Authority Number: DAA-NU-2015-0002-0018
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule. DAA-NU-2015-0002

Records Schedule Items

Sequence Number

1.1

Chapter 2 - Telecommunications and Information Technology

The records described in this chapter relate to the management and operation

of all types of communication services, facilities, information technology and
systems. They are created or accumulated by departmental bureaus, headquarters
Marine Corps and Navy and Marine Corps offices and field activities that exercise
management control or formulate and prescribe general communications and
information technology policies and procedures and by activities and offices
applying these procedures and providing communication and information
technology services. Information Technology records describe any technology

that helps to produce, manipulate, store, communicate, and/or disseminate
information. Included are records that are created by computers and/or systems
regarding or involving communications such as cryptology, web site records,
satellites, etc. These records are created or accumulated by departmental bureaus,
headquarters Marine Corps and Navy and Marine Corps offices and field activities.
CIO Information Technology records created via related job duties are included in
this chapter. Incorporated are records that document DON-wide IT goals; specify
milestones to be achieved; identify performance measures for the DON’s IT
portfolio; or summarize the underlying principles and approach by which the DON
will plan for and manage its IT resources.

2000-1 Policy, Strategy, and Planning:
Disposition Authority Number DAA-NU-2015-0002-0001

Information relating to the planning and development of telecommunications and
information technology programs, policies, procedures, methods, and significant
accomplishments. Files retired under this number are from the immediate offices of
the commanders named above and from program coordinators and action officers
under their command.

Final Disposition Permanent
ltem Status Active
is this item media neutral? Yes

Do any of the records covered No
by this item currently exist in

electronic format(s) other than e~

mail and word processing?

Manual Citation Manual Title

2000-1 SECNAV M-5210.1

GRS or Superseded Authority N1-NU-89-1 / 2000/1
Citation
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule: DAA-NU-2015-0002

N1-NU-89-1 / 2000/3/A
N1-NU-89-1 / 2000/4/E
N1-NU-89-1/ 2014/2/A
N1-NU-89-1/2021/1
N1-NU-89-1 / 2201/1
N1-NU-89-1 / 2207/1
N1-NU-89-1/ 2250/1
N1-NU-89-1/2281/1
N1-NU-89-1 / 2300/1
N1-NU-89-1 / 2300/3/A
N1-NU-89-1/2316/1/B
N1-NU-89-1 / 2500/1
N1-NU-89-1 /25011
N1-NU-89-1 / 2501/1
N1-NU-89-1/ 2501/3/A
N1-NU-89-1 / 2502/2/A
N1-NU-89-1 7/ 2510/1
N1-NU-89-1 / 2510/3/A
N1-NU-89-1 / 2530/1
N1-NU-89-1 / 2530/3/A

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.
Transfer to the National Archives  Transfer to the National Archives 50 year(s) after
for Accessioning cutoff

Additional Information

What will be the date span of the Unknown

ir:}iﬁta' "ﬁ’;ffer:,“ '?7‘30"35 tothe  Thjs schedule revision supersedes various Navy
ation renives
al Arcnt schedules.

How frequently will your agency  Every 1 Years
transfer these records to the

National Archives?

Estimated Current Volume | Annual Accumuiation

Electronic/Digital 10 GB 2GB
Paper 20 Cubic feet 5 Cubic feet
Microform
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule DAA-NU-2015-0002

1.2

Hardcopy or Analog Special
Media

2000-2 OPNAV Communications Centers

Disposition Authority Number

DAA-NU-2015-0002-0002

All incoming and outgoing messages received, relayed or sent (by whatever
means) by communications centers of CNO; Commander, Pacific Command; and
Commander, Atlantic Command.

Final Disposition
ltem Status
Is this item media neuiral?

Do any of the records covered
by this item currently exist in
electronic format(s) other than e-
mail and word processing?

Permanent
Active

Yes

No

Manual Cilation

Manual Title

2000-2

SECNAV M-5210.1

GRS or Superseded Authority
Citation

Disposition Instruction
Cutoff Instruction

Transfer to the National Archives
for Accessioning

Additional Information

What will be the date span of the
initial transfer of records to the
National Archives?

How frequently will your agency
transfer these records to the
National Archives?

N1-NU-89-1/2310/1/A/1
N1-NU-89-1/2310/1/B

N1-NU-89-1 / 2310/2/A/1
N1-NU-89-1/ 2310/2/A/3

Cutoff at end of calendar year

Transfer to the National Archives 25 year(s) after

cutoff

Unknown

This schedule revision supersedes various Navy
schedules. Initial transfer under new schedule is

undetermined.
Every 1 Years

Estimated Current Volume

Annual Accumulation
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule’ DAA-NU-2015-0002

Electronic/Digital 100 GB 50 GB
Paper 100 Cubic feet 10 Cubic feet
Microform
Hardcopy or Analog Special
Media
1.3 2000-3 Equipment Planning and Servicing
Disposition Authority Number DAA-NU-2015-0002-0003
information relating to establishment/disestablishment of communications facilities,
major changes to communications systems, interoperability of communication
equipment and systems with allied navies, policies and agreements regarding
equipment and equipment servicing.
Final Disposition Permanent
Item Status Active
Is thus tem media neutral? Yes
Do any of the records covered Yes
by this item currently exist in
electronic format(s) other than e-
mail and word processing?
Do any of the records covered No
by this item exist as structured
electronic data?
Manual Citation Manual Title
2000-3 SECNAV M-5210.1
GRS or Superseded Authority N1-NU-89-1 / 2083/1
Citation N1-NU-89-1 / 2089/2
N1-NU-89-1 / 2206/3/C
N1-NU-89-1 / 2506/1
N1-NU-89-1 / 2830/2/A
N1-NU-89-1 / 2830/5
N1-NU-89-1 / 2880/2/A
Disposition Instruction
Cutoff Instruction Cutoff at end of Calendar year.
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule’ DAA-NU-2015-0002

1.4

Transfer to the National Archives  Transfer to the National Archives 25 year(s) after
for Accessioning cutoff

Additional Information

What will be the date span of the Unknown
:;lt;a' “é;f‘:fer: of recor dstothe  Thjg schedule revision supersedes various Navy
ational Arcnives: schedules. Initial transfer under new schedule is
unknown.
How frequently will your agency  Every 1 Years

transfer these records to the
National Archives?

Estimated Current Volume | Annual Accumulation

Electronic/Digital 10 GB 2GB
Paper 5 Cubic feet 1 Cubic feet
Microform

Hardcopy or Analog Special
Media

2000-4 Information Loss or Compromise, Major Incident
Disposition Authority Number DAA-NU-2015-0002-0004

Information relating to major instances of loss or compromise of classified
cryptographic material. All instances of the loss/compromise of classified
cryptographic material undergo investigation. It is considered a major incident if the
investigation determines 1) compromise is confirmed, and 2) probability of damage
to national security cannot be discounted; or 3) significant activity weakness

is revealed. Also includes any incident indicating a deliberate compromise of
classified information or possible indications of foreign government or intelligence
involvement in collection against the United States.

Final Disposition Permanent
Item Status Active

Is this item media neutral? Yes

Do any of the records covered No

by this item currently exist in
electronic format(s) other than e-
mail and word processing?
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION

Request for Records Disposition Authority Records Schedule DAA-NU-2015-0002
Manual Citation Manual Title
2000-4 SECNAV M-56210.1

GRS or Superseded Authority N1-NU-89-1 /7 2212/1/A
Citation

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.
Transfer to the National Archives  Transfer to the National Archives 50 year(s) after
for Accessioning cutoff

Additional Information

What will be the date span of the Unknown

E‘“i?':é;’ffe‘:_d ’?)mrds tothe  Thjs schedule revision supersedes various Navy
ational Archives: schedules. Initial transfer is undetermined.

How fregquently will your agency Every 1 Years
transfer these records to the

National Archives?

Estimated Current Volume | Annual Accumuiation
Electronic/Digital 5GB 1GB
Paper 5 Cubic feet 1 Cubic feet
Microform
Hardcopy or Analog Special
Media
1.5 2000-5 Extremely Low Frequency (ELF) Program

Disposition Authority Number DAA-NU-2015-0002-0005

Information relating to environmental impact on ELF Program and resulting public
and congressional interest, at CNO, Naval Computers and Telecommunications
Command, and Space and Naval Warfare Systems Command. Records which
document the intense public interest in the ELF program, especially concerning
health and environmental issues. Includes briefing papers and slides, health
studies, congressional correspondence, photographs and press briefings.

Final Disposition Permanent
ltemn Status Active
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule. DAA-NU-2015-0002

Is this item media neutral?

Do any of the records covered
by this item currently exist in
electronic format(s) other than e-
mail and word processing?

Do any of the records covered
by this item exist as structured
electronic data?

Yes
Yes

No

Manual Citation

Manual Title

2000-5

SECNAV M-5210.1

GRS or Superseded Authority
Citation

Disposition Instruction
Cutoff Instruction

Transfer to the National Archives
for Accessioning

Additional Information

What will be the date span of the
initial transfer of records to the
National Archives?

How frequently will your agency
transfer these records to the
National Archives?

N1-NU-89-1/ 2046/1

Cutoff at end of calendar year.

Transfer to the National Archives 20 year(s) after

cutoff

Unknown

This schedule revision supersedes various Navy
schedules. Initial transfer is undetermined.

Every 1 Years

Estimated Current Volume

Annual Accumulation

Electronic/Digital 5GB 1
Paper 5 Cubic feet 1 Cubic feet
Microform

Hardcopy or Analog Special
Media

1.6 2000-6 NATO and Allied switched systems
Disposition Authority Number DAA-NU-2015-0002-0006
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule. DAA-NU-2015-0002

Information pertaining to NATO and Allied switched systems such as the

NATO Integrated Communication System (NICS), Telegraphic Automatic Relay
Equipment (TARE), Initial Voice Switching Network (IVSN), the NATO Secure
Voice System, etc. These systems handle data traffic and voice traffic.

Final Disposition
ltem Status
Is this item media neutral?

Do any of the records covered
by this item currently exist in

electronic formal(s) other than e-

mail and word processing?

Do any of the records covered
by this item exist as structured
electronic data?

Temporary
Active

Yes

Yes

Yes

Manual Citation

Manual Title

2000-6

SECNAV M-5210.1

GRS or Superseded Authority
Citation

Disposition Instruction
Cutoff Instruction

Retention Period

Additional Information

N1-NU-89-1/ 2072/1

Cutoff at end of calendar year.
Destroy 15 year(s) after cutoff

GAO Approval Not Required

1.7 2000-7 Communications Program Planning
Disposition Authorty Number DAA-NU-2015-0002-0007
Information relating to planning, programming, procurement, or installation of
manpower, funding or equipment used in the fleet broadcast system to include the
approval and authorization of frequency allocations, usage of radio frequencies,
and Army/Navy/Air Force/Coast Guard interoperability standards.
Final Disposition Temporary
Item Status Active
Is this item media neutral? Yes
Do any of the records covered No
by this item currently exist in
electronic format(s) other than e-
mail and word processing? ’ '
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION

Request for Records Disposition Authority Records Schedule DAA-NU-2015-0002
Manual Citation Manual Tille
2000-7 SECNAV M-5210.1

1.8

GRS or Superseded Authority N1-NU-89-1 / 2070/1
Crtation N1-NU-89-1 / 2081/1
N1-NU-89-1 / 2083/3
N1-NU-89-1 / 2410/1
N1-NU-89-1 / 2440/1
N1-NU-89-1 / 2830/1

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.
Retention Period Destroy 10 year(s) after cutoff

Additional Information

GAO Approval Not Required
2000-8 Information Loss or Compromise (temporary)
Disposition Authority Number DAA-NU-2015-0002-0008

Information relating to major instances of loss or compromise of classified
cryptographic material. All instances of the loss/compromise of classified
cryptographic material undergo investigation. It is considered a minor incident if
investigation determines 1) minimal risk to national security; or 2) no significant
command security weakness is found.

Final Disposition Temporary
Item Status Active
Is this item media neutral? Yes

Do any of the records covered No
by this item currently exist in

electronic format(s) other than e-

mail and word processing?

Manual Citation Manual Title
2000-8 SECNAV M-5210.1

GRS or Superseded Authority N1-NU-89-1/2212/1/B
Crtation

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.
Retention Period Destroy 10 year(s) after cutoff
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule. DAA-NU-2015-0002

Additional Information
GAO Approval Not Required
1.9 2000-9 Telecommunication Program Management
Disposition Authority Number DAA-NU-2015-0002-0009
Information relating to the operation of telecommunications programs [E.G.
Extremely Low Frequency (ELF), Defense Telephone Systems (DTS), Command
Switch System (CSS), Navy Administrative Telephone System (NATS), Federal
Telecommunications Systems (FTS), AUTODIN | and I, AUTOVON/DSN, Fleet/
NATO Broadcast, Wide/Narrow Band programs, and Communication Traffic
Analysis]. This includes but is not limited to project case files, resourcing, and
general correspondence.
Final Disposition Temporary
em Status Active
Is this item media neutral? Yes
Do any of the records covered No
by this item currently exist in
eleclronic formal(s) other than e-
mail and word processing?
Manual Citation Manual Title
2000-9 SECNAV M-5210.1
GRS or Superseded Authority N1-NU-89-1 / 2031/1
Citation N1-NU-89-1 /2032/1
N1-NU-89-1 / 2044/1
N1-NU-89-1/ 2046/2
N1-NU-89-1 / 2060/1
N1-NU-89-1 / 2061/1
N1-NU-89-1 / 2063/1
N1-NU-89-1 / 2066/1
N1-NU-89-1 / 2069/1
N1-NU-89-1 / 2070/3
N1-NU-89-1 / 2071/1
N1-NU-89-1 / 2071/2
N1-NU-89-1 / 2073/1
N1-NU-89-1/2081/3
N1-NU-89-1 / 2086/1
N1-NU-89-1 / 2089/1
N1-NU-89-1 / 2089/4
N1-NU-89-1 / 2280/1
N1-NU-89-1/2311/1
N1-NU-89-1 / 2400/1
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule. DAA-NU-2015-0002

Disposition Instruction
Cutoff Instruction

Retention Period

Additional Information
GAO Approval

N1-NU-89-1/ 2792/2
N1-NU-89-1/ 2797/1
N1-NU-89-1 / 2801/1
N1-NU-89-1/ 2803/1

Cutoff at end of calendar year.

Destroy 5 year(s) after cutoff

Not Required

2000-10 Telecommunication Systems Planning and Implementation

Disposition Authority Number

DAA-NU-2015-0002-0010

Information relating to the planning, programming, manpower, funding, and
procurement or installation of Department of the Navy communication systems.

Final Disposition Temporary
Item Status Active
Is this item media neutral? Yes
Do any of the records covered No
by this item currently exist in
electronic format(s) other than e-
mail and word processing?
Manual Citation Manual Title

2000-10

SECNAV M-5210.1

GRS or Superseded Authority

Citation

N1-NU-89-1 / 2007

N1-NU-89-1 / 2008

N1-NU-89-1/ 2010

N1-NU-89-1 /1 2012/1
N1-NU-89-1/2012/2
N1-NU-89-1/2012/3
N1-NU-89-1/ 2012/4
N1-NU-89-1 / 2020/1
N1-NU-89-1 / 2021/2
N1-NU-89-1 / 2026/3
N1-NU-89-1/ 2040/1
N1-NU-89-1/ 2041/1
N1-NU-89-1 / 2042/1
N1-NU-89-1/ 2043/1
N1-NU-89-1 / 2045/1
N1-NU-89-1 / 2047/1
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule’ DAA-NU-2015-0002

N1-NU-89-1/ 2050/1
N1-NU-89-1/2051/1
N1-NU-89-1 / 2052/1
N1-NU-89-1 / 2054/1
N1-NU-89-1/ 2804/1

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.
Retention Period Destroy 5 year(s) after cutoff

Additional Information

GAO Approval Not Required

1.1 2000-11 Data Standardization

Disposition Authority Number DAA-NU-2015-0002-0011

Information pertaining to the standardization of data elements in order that identical
data in various systems are uniformly identified, defined, coded, and sequenced.

Final Disposition Temporary
Item Status Active
Is this item media neutral? Yes

Do any of the records covered No
by this item currently exist in

electronic format(s) other than e-

mail and word processing?

Manual Citation Manual Title
2000-11 SECNAV M-5210.1

GRS or Superseded Authority N1-NU-86-3 / 12292/1
Citation

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year
Retention Period Destroy 5 year(s) after cutoff

Additional Information

GAOQ Approval Not Required
1.12 2000-12 Radio Frequency Risk Management
Disposition Authority Number DAA-NU-2015-0002-0012

Information relating to the effect of radio frequency energy on personnel,
flammable mixtures, ordnance and communications and electronic equipment from
Electronic Records Archives Page 15 of 26 PDF Created on: 07/06/2016




NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule. DAA-NU-2015-0002

a hazard standpoint. (Exclude policy and standard procedure records covered by
SSIC 5100, Safety and Occupational Health.)

Final Disposition Temporary
ftem Status Active
{s this item media neutral? Yes

Do any of the records covered No
by this item currently exist in
electronic format(s) other than e-

mail and word processing?

Manual Citation Manual Title

2000-12 SECNAV M-5210.1

GRS or Superseded Authority N1-NU-89-1 / 2460/3
Citation

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year
Retention Period Destroy 6 year(s) after cutoff

Additional Information

GAQ Approval Not Required
1.13 2000-13 International/Domestic Coordination
Disposition Authonity Number DAA-NU-2015-0002-0013

Information relating to interoperability of communications equipment to be sold,
leased or loaned, or pertaining to the exchange of communication information
between the Navies of Australia, Canada, New Zealand, the United Kingdom and
the United States; between the United States and other NATO countries; and
between the United States and individual foreign countries (bilateral) and regions;
and information relating to the coordination between the military services and the
federal government of air traffic control.

Final Disposition Temporary
item Status Active
Is this item media neutral? Yes

Do any of the records covered Yes
by this item currently exist In

electronic format(s) other than e-

mail and word processing?

Do any of the records covered Yes
by this item exist as structured
electronic data?
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule. DAA-NU-2015-0002

1.14

Manual Citation

Manual Tille

2000-13

SECNAV M-5210.1

GRS or Superseded Authority
Citation

Disposition Instruction
Cutoff Instruction

Retention Period

Additional Information
GAOQ Approval

N1-NU-89-1 / 2830/2/B
N1-NU-89-1/ 2830/6
N1-NU-89-1 / 2830/7
N1-NU-89-1/ 2830/8

Cutoff at end of calendar year.
Destroy 5 year(s) after cutoff

Not Required

2000-14 General Correspondence (Information Technology and Communications)

Disposition Authority Number

Information accumulated in

DAA-NU-2015-0002-0014
connection with the routine, day-to-day, administration

and operation of Navy and Marine Corps communications programs.

Final Disposition Temporary

Item Status Active

is this item media neutral? Yes

Do any of the records covered No

by this item currently exist in

electronic format(s) other than e-

mail and word processing?

Manual Citation Manual Title

2000-14

SECNAV M-5210.1

GRS or Superseded Authority
Citation

N1-NU-89-1 / 2000/2
N1-NU-89-1 / 2013/1
N1-NU-89-1 / 2014/1
N1-NU-89-1/2015/1
N1-NU-89-1/2016/1
N1-NU-89-1 / 2030/1
N1-NU-89-1 / 2060/2
N1-NU-89-1/2070/2
N1-NU-89-1/ 2074/1
N1-NU-89-1/2080/1
N1-NU-89-1/2081/2
N1-NU-89-1/ 2089/3

Electronic Records Archives
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authonty Records Schedule: DAA-NU-2015-0002

N1-NU-89-1/2092/1
N1-NU-89-1 / 2093/2
N1-NU-89-1 / 2093/3
N1-NU-89-1 / 2099/1
N1-NU-89-1 / 2099/1
N1-NU-89-1/2110/1
N1-NU-89-1/2120/1
N1-NU-89-1/2130/1
N1-NU-89-1/2140/1
N1-NU-89-1 / 2150/1
N1-NU-89-1/ 2160/1
N1-NU-89-1/2180/1
N1-NU-89-1 / 2200/1
N1-NU-89-1/ 2250/2
N1-NU-89-1 / 2280/2
N1-NU-89-1 / 2280/7
N1-NU-89-1 / 2284/1
N1-NU-89-1 / 2300/2
N1-NU-89-1/2311/3
N1-NU-89-1/2313
N1-NU-89-1 / 2320/1
N1-NU-89-1/2321/1
N1-NU-89-1 / 2322/1
N1-NU-89-1/ 2340/1
N1-NU-89-1/2341/1
N1-NU-89-1/ 2342/1/A
N1-NU-89-1 / 2342/1/B
N1-NU-89-1 / 2343/1
N1-NU-89-1 / 2344/1
N1-NU-89-1/ 2345/1
N1-NU-89-1/ 2500/2
N1-NU-89-1/ 2501/2
N1-NU-89-1 / 25610/2
N1-NU-89-1/ 2530/2
N1-NU-89-1 / 2710/1
N1-NU-89-1 / 2720/1
N1-NU-89-1 / 2730/1
N1-NU-89-1/2740/1
N1-NU-89-1 / 2750/1
N1-NU-89-1/ 2802/1

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.
Retention Period Destroy 3 year(s) after cutoff
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule’ DAA-NU-2015-0002

1.15

Additional Information

GAQ Approval Not Required
2000-15 General Communications Operations
Disposition Authority Number DAA-NU-2015-0002-0015

Information relating to general transactions, the day-to-day administration, and
operation of communications programs. This includes but is not limited to Satellite
Communications Systems, Military Affiliate Radio System, COMSEC equipment
installation, COMSEC Material System, communications traffic handling/
processing, radio interference, electromagnetic compatibility; Fleet Operational
Telecommunications Program (FOTP); Operational Readiness Evaluation (OPE);
telecommunications quality monitoring and control; afloat communication support;
and the general operation of defense communications systems.

Final Disposition Temporary
Item Status Active

Is this item media neutral? Yes

Do any of the records covered No

by this item currently exist in
electronic format(s) other than e-
mail and word processing?

Manual Citation Manual Title

2000-15 SECNAV M-5210.1

GRS or Superseded Authority N1-NU-89-1 / 2050/2

Citation N1-NU-89-1 / 2093/1
N1-NU-89-1 / 2093/4
N1-NU-89-1 / 2206/1/A
N1-NU-89-1 / 2206/1/B
N1-NU-89-1 / 2206/1/C
N1-NU-89-1 / 2206/2/A
N1-NU-89-1 / 2206/2/B
N1-NU-89-1 / 2206/2/C
N1-NU-89-1 / 2206/3/A
N1-NU-89-1 / 2206/3/B
N1-NU-89-1 / 2206/3/B/1
N1-NU-89-1 / 2206/3/B/2
N1-NU-89-1 / 2210/1
N1-NU-89-1 / 2280/10
N1-NU-89-1 / 2280/3/C
N1-NU-89-1 / 2280/3/J
N1-NU-89-1 / 2280/3/K
N1-NU-89-1 / 2310/3/A/2
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule: DAA-NU-2015-0002

N1-NU-89-1 7/ 2310/3/A/3
N1-NU-89-1/ 2210/3/A/7
N1-NU-89-1/2310/4/B
N1-NU-89-1/ 2310/5/A/2
N1-NU-89-1 / 2310/5/A/3
N1-NU-89-1/ 2310/5/A/7
N1-NU-89-1/2310/6/B
N1-NU-89-1/2310/7
N1-NU-89-1/2311/2/B
N1-NU-89-1 /2314
N1-NU-89-1/2316/1/A
N1-NU-89-1 / 2400/2
N1-NU-89-1/ 2400/3
N1-NU-89-1/2410/2/B
N1-NU-89-1 / 2420/1
N1-NU-89-1/ 2420/2
N1-NU-89-1/ 2420/3
N1-NU-89-1 / 2420/4
N1-NU-89-1 / 2430/1
N1-NU-89-1 / 2450/1
N1-NU-89-1/ 2450/2
N1-NU-89-1/ 2450/3
N1-NU-89-1/ 2450/4
N1-NU-89-1/ 2450/5
N1-NU-89-1 / 2460/1
N1-NU-89-1/ 2460/2
N1-NU-89-1/ 2521/1
N1-NU-89-1 / 2522/1
N1-NU-89-1 / 2023/1
N1-NU-89-1/ 2023/2
N1-NU-89-1 / 2023/3
N1-NU-89-1/2026/1
N1-NU-89-1 / 2026/2
N1-NU-89-1/2083/2
N1-NU-89-1 / 2095/1
N1-NU-89-1 / 2096/1
N1-NU-89-1/2097/1
N1-NU-89-1 / 2098/1
N1-NU-89-1 /2100
N1-NU-89-1/ 2206/1/D
N1-NU-89-1/ 2300/3/B
N1-NU-89-1/ 2310/5/A/4
N1-NU-89-1/ 2310/5/B/1
N1-NU-89-1/2319/1
N1-NU-89-1/ 2324/1
N1-NU-89-1/2410/2/A
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule: DAA-NU-2015-0002

N1-NU-89-1 / 2502/1
N1-NU-89-1/ 2506/2
N1-NU-89-1 / 2760/1
N1-NU-89-1/ 2760/2
N1-NU-89-1 / 2780/1
N1-NU-89-1/2780/2
N1-NU-89-1 / 2790/1
N1-NU-89-1/2791/1
N1-NU-89-1 / 2782/1
N1-NU-89-1/ 2793/1
N1-NU-89-1 / 2830/3
N1-NU-89-1 / 2830/4
N1-NU-89-1 / 2860/1
N1-NU-89-1/ 2880/1

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.
Retention Period Destroy 3 year(s) after cutoff.

Additional Information

GAO Approval Not Required

1.16 2000-16 Routine Communications Traffic Handling/Processing
Disposition Authority Number DAA-NU-2015-0002-0016

Includes routine communications traffic handling/processing such as naval
messages received/sent.

Final Disposition Temporary
Item Status Active

Is this item media neutral? Yes

Do any of the records covered No

by this lem currently exist in
electronic format(s) other than e-
mail and word processing?

Manual Citation Manual Title
2000-16 SECNAV M-5210.1

GRS or Superseded Authorily N1-NU-89-1 / 2092/2

Citation N1-NU-89-1 / 2093/5
N1-NU-89-1 / 2099/2
N1-NU-89-1 / 2310/3/A/1
N1-NU-89-1 / 2310/3/A/5
N1-NU-89-1 / 2310/3/A/6
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authonty

Records Schedule’ DAA-NU-2015-0002

Disposition Instruction
Cutoff Instruction

Retention Perod

Additional Information
GAQ Approval

2000-17 Transient Records

Disposition Authority Number

N1-NU-89-1/ 2310/3/A/8
N1-NU-89-1 / 2310/3/A/9
N1-NU-89-1/2310/3/B/1
N1-NU-89-1/ 2310/3/B/2

N1-NU-89-1/2310/3/C
N1-NU-89-1/ 2310/4/A
N1-NU-89-1/2310/4/C
N1-NU-89-1/2310/4/D
N1-NU-89-1 / 2310/4/E
N1-NU-89-1 / 2310/4/F
N1-NU-89-1/ 2310/4/G

N1-NU-89-1/ 2310/5/A/1
N1-NU-89-1 / 2310/5/A/5
N1-NU-89-1 / 2310/5/A/6
N1-NU-89-1/ 2310/5/A/8
N1-NU-89-1/ 2310/5/A/9
N1-NU-89-1/2310/5/B/2

N1-NU-89-1/2310/6/A
N1-NU-89-1/ 2311/2/A
N1-NU-89-1 /23251
N1-NU-89-1/ 2790/2

Cutoff at end of calendar year.

6 months after cutoff.

Not Required

DAA-NU-2015-0002-0017

Information related to information management and telecommunications that has
minimal or no documentary or evidential value. Includes routine communications
traffic handling/processing such as naval messages received/sent.

Final Disposition Temporary
ltem Status Active
Is this item medra neutral? Yes
Do any of the records covered No
by this tem currently exist in
electronic format(s) other than e-
mail and word processing?
Manual Citation Manual Title
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authonty

Records Schedule' DAA-NU-2015-0002

2000-17

SECNAV M-5210.1

GRS or Superseded Authority
Citation

Disposition Instruction
Cutoff Instruction

Retention Period

Additional Information
GAQ Approval
1.18 2000-18 COMSEC Material

Disposition Authority Number

N1-NU-89-1/2280/3/B
N1-NU-89-1 / 2280/3/D
N1-NU-89-1 / 2280/3/E/1
N1-NU-89-1 / 2280/3/G
N1-NU-89-1 / 2280/3/H
N1-NU-89-1 / 2280/4/A
N1-NU-89-1 / 2280/4/B
N1-NU-89-1 / 2280/9
N1-NU-89-1/ 2310/6/C
N1-NU-89-1/2310/6/D
N1-NU-89-1 /2310/6/E
N1-NU-89-1/ 2310/6/F
N1-NU-89-1 / 2251/1
N1-NU-89-1 / 2252/1

Cutoff at end of calendar year.
6 months after cutoff.

Not Required
System
DAA-NU-2015-0002-0018

Information relating to COMSEC Material System and the accounting, distribution,
and stowage of COMSEC material.

Final Disposition Temporary
ltem Status Active

Is this item media neutral? Yes

Do any of the records covered Yes

by this item currently exist in

electronic format(s) other than e-

mail and word processing?

Do any of the records covered No

by this item exist as structured

electronic data?

Manual Citation Manual Title

2000-18

SECNAV M-5210.1
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule: DAA-NU-2015-0002

GRS or Superseded Authority N1-NU-89-1 7 2280/11

Citation N1-NU-89-1 / 2280/3/A
N1-NU-89-1 / 2280/3/F
N1-NU-89-1 / 2280/3/
N1-NU-89-1 / 2280/3/M
N1-NU-89-1 / 2280/5
N1-NU-89-1 / 2282/1
N1-NU-89-1 / 2283/1
N1-NU-89-1 / 2285/1

Disposition Instruction

Retention Period Destroy or delete following COMSEC procedures.

Additional Information
GAO Approval Not Required
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule: DAA-NU-2015-0002

Agency Certification

periods specified.

| hereby certify that | am authorized to act for this agency in matters pertaining to the disposition of its records and that the records
proposed for disposal in this schedule are not now needed for the business of the agency or will not be needed after the retention

Signatory Information

Date Action By Title Organization
08/21/2015 | Certify Joel Westphal |Deputy Director, Dir |Department of the Navy
ectives and Records |- Department of the
Management Navy
03/01/2016  |Return for Revisio |Steven Rhodes |Senior Appraisal Arc |National Archives and
n hivist Records Administration
- Records Management
Services
03/15/2016 | Submit For Certific | Brent Dockter Records Manageme | Chief of Naval
ation nt Analyst Operations staff -
DNS-5
03/15/2016 | Certify Joel Westphal |Deputy Director, Dir |Department of the Navy
ectives and Records |- Department of the
Management Navy
06/21/2016  [Submit for Concur |Steven Rhodes |Senior Appraisal Arc [National Archives and
rence hivist Records Administration
- Records Management
Services
06/29/2016 |{Concur Margaret Director of Records |National Records
Hawkins Management Servic |Management Program
es - ACNR Records
Management Serivces
06/29/2016 |Concur Laurence Director, National R [National Archives and
Brewer ecords Management | Records Administration
Program - National Records
Management Program
07/01/2016  |Approve David Ferriero | Archivist of the Unite | Office of the Archivist -
d States Office of the Archivist
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required for reference,

whichever is earlier.

SSIC/No. Series Title Description of Records Cutoff Disposition Ret. DAU
2000 Telecommunications and JThe records described in  |N/A N/A X N/A
hlnformation Technology: [this chapter relate to the
management and
operation of all types of
communication services,
facilities, information
ftechnology and systems.
They are created or
accumulated by
departmental bureaus,
headquarters Marine
Corps and Navy and
Marine Corps offices and
field activities that
exercise management
2000-1 Palicy, Strategy and Information relating to the PERMANENT: Cutoffat  |x
Planning: planning and development end of calendar year.
of telecommunications Transfer to the National
%P%'&ﬁ%?;ﬁ%a%ﬁ% AR Archives 50 vears after
CORRESPONDENCE. FILES Permanent. Retire tothe P
Washington National
OF THE OFFICE OF THE Records Center (WNRC)
GENERAL CHIEF OF NAVAL when 10 years old.
2000.1 TELECOMMUNICATIONS [OPERATIONS (OPNAV) Transfer to the National N1-NU-89-1 / 2000/1
SYSTEMS RECORDS (N6), COMMANDER, .
NAVAL COMPUTER AND Archlv?s and Records
TELECOMMUNICATIONS Administration (NARA)
COMMAND INCTC). AND when 20 years old.
3. Permanent. Transfer to p
GENERAL TELECOMMUNICATIONS WNRC when superseded,
2000.3a TELECOMMUNICATIONS |PUBLICATIONS AND cancelied, or no fonger N1-NU-89-1/2000/3/A
SYSTEMS RECORDS INSTRUCTIONS. required for reference,
a_Records set. (One copy whichever is earlier.
4, Permanent. Transfer to p
GENERAL TELECOMMUNICATIONS nearest FRC when
2000.4a TELECOMMUNICATIONS |PLANS ISSUED BY superseded, cancelled, or N1-NU-89-1 / 2000/4/E-
SYSTEMS RECORDS ECHELON 1 (CHIEF OF no longer needed for
NAVAL OPERATIONS reference, whichever is
Permanent. Retire to P
WNRC when superseded,
2014.2a 2. CONTINGENCY PLANS. |a. Record copy. cancelled, or no longer N1-NU-89-1 / 2014/2/A




1. PRIMARY PROGRAM
RECORDS. Records

Permanent. Retire to

N1-NU-89-1/2021/1

N1-NU-89-1/2201/1

N1-NU-89-1/2207/1

WORLDWIDE MILITARY  |accumulated by CNO and WNRC when 5 years old.
20211 COMMAND AND Commander, Space and Transfer to National
CONTROL SYSTEMS Naval Warfare Systems Archives when 20 years
(WWMCCS) RECORDS Command relating to
preparing, coordinating, old.
correspondence Commander, Naval
accumulated by Security Group Activity,
 fCommander, Naval Attn: N14-Archives, 9800
Security Group relating to Savage Road, Sutte 6585,
communications security Fort George G. Meade,
within the Department of MD 20755, when 2 years
COMMUNICATIONS the Navy including plans, old. Transfer to NARA
2201.1 SECURITY (COMSEC) doctrine programming and entire record series or 5-
RECORDS. POLICY AND guidance developed by year blocks thereof, if
DOCTRINE naval security agency (nsa) unclassified or
and the cno and declassified, when 50
development and years old or sooner.
promulgation of Records series for which
procedural instructions special protection has
applicable to the been extended beyond 50
Department Of The Navy's years will be re-reviewed
oo i P
2207.1 OPERATING AND 1. Record copy maintained Permanent. Transfer to
MAINTENANCE MANUALS by program sponsor. NARA per SSIC 2201.
Commander, Naval
Security Group Activity,
Attn: N14-Archives, 9800
Savage Road, Suite 6585,
Fort George G. Meade,
MD 20755, when 2 years
1. PRIMARY PROGRAM old. Transfer to NARA
2250.1 CRYPTOGRAPHIC RECORDS relating to policy entire record series of 5

EQUIPMENT, GENERAL

and procedures regarding
cryptographic equipment.

year blocks thereof, if
unclassified or
declassified, when 50
years old or sooner.
Records series for which
special protection has
been extended beyond 50
years will be re-reviewed

$nc dael Einnts auans

N1-NU-89-1 / 2250/1
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development and Commander, Naval P
implementation of plans, Security Group Activity
policy, procedures, Attn: N14-Archives 9800
doctrine, programming Savage Road, Suite 6585
and guidance both internal} Fort George G. Meade,
and external to the MD 20755 when 2 years
Communications Security old Transfer to NARA
POLICY, PLANS AND Material System, entire records series or 5-
22811 PROCEDURES accumulated at the Office year blocks thereof, if N1-NU-89-1/2281/1
of the Director, CMS and unclassified or
at the CNO level. Includes declassified, when 50
records relating to liaison years old or sooner.
and coordination matters Records series for which
and development and special protection has
issuance of procedural been extended beyond 50
instructions applicable to years will be re-reviewed
araks fardacl L i
GENERAL ;p:::fir?: I\loafll:f\\\llvg:fea);e Permzne:t. Retire to th;‘aj P
COMMUNICATIONS WNRC when 10 years old.
2300.1 METHODS AND iﬁﬁ:‘:ﬁ%‘;‘ggﬁ;x: d Transfer to NARA when 20 N1-NU-89-1/2300/1
PROCEDURES RECORDS N years old.
Telecommunications
GENERAL 2 ACTIVITIES GENERAL Permanent Apply SSIC p
2300.3a COMMUNICATIONS CORRESPONDENCE FILES. 2000.3. N1-NU-89-1 / 2300/3/A
METHODS AND Files include reports and
1 Records filed at NCTC Permanent Retire to FRC |p
TRAFFIC STATISTICAL concerning trends and when 10 years old.
2316.1b DATA RECORDS statistics for message Transfer to NARA when 20 N1-NU-89-1/2316/1/8
traffic volumes, manual years old.
1. PRIMARY PROGRAM :m:" p
:;ORRESPONDENCE' Secunty Grot'.lp Activity,
ecords of OPNAV, Attn: N14-Archives, 9800
Commander, Naval .
3 Savage Road, Suite 658S,
Security Group Fort George G. Meade
(COMNAVSECGRU), !
Director, Office of Naval MD 20755, when 2 yea.rs
2500.1 SICOMMUNICATIONS - ligence and flag level old. Offer to NARA entire N1-NU-89-1 / 2500/1

RECORDS — GENERAL

headquarters, such as
memoranda, letters,
messages, reports and
attachments,
documenting high level
Department of the Navy S|
communications policy.

record series or 5-year
blocks thereof, if
unclassified or
declassified, when 50
years old or sooner.
Records series for which
special protection has

hoaon.cxtandad h A.80,




S| COMMUNICATIONS 1. PRIMARY PROGRAM Permanent. Transfer to p
2501.1 PLANNING AND RECORDS. Records relating NARA per par, 2500.1. N1-NU-89-1/ 2501/1
MANAGEMENT to the Navy's policy and
S| COMMUNICATIONS 3. PLANS. Permanent. Transferto  |p
2501.3a PLANNING AND a. Record copy of Navy- NARA per para. 2500.1. N1-NU-89-1/2501/3/A
L . re to. p
Commander, Naval
Security Group Activity,
Attn. N14-Archives, 9800
Savage Road, Suite 6585,
Fort George G. Meade,
2. PUBLICATIONS. MD 20755, when 2 years
SI COMMUNICATION a. Official record copy old. Offer to NARA entire
2502.2a PROCEDURES developed by program record series or 5-year N1-NU-89-1/2502/2/A
sponsor. blocks thereof, if
unclassified or
declassified, when 50
years old or sooner.
Records series for which
special protection has
T PRIVARY PRUGRANT pernsiiaRRdaRRaso
CORRESPONDENCE. Commander, Naval P
Records of OPNAV, Security Group Activity,
COMNAVSECGRU, flag Attn: N14-Archives, 9800
level headquarters and the Savage Road, Suite 6585,
office of program sponsor. Fort George G. Meade,
Includes: plans for MD 20755, when 2 years
S| COMMUNICATIONS installation and concepts old. Offer to NARA entire
25101 SYSTEMS - GENERAL of operations; records record series or 5-year N1-NU-85-1/2510/1
relating to actual blocks thereof, if
installation and concepts unclassified or
of operations, and records declassified, when 50
relating to actual years old or sooner.
installation schedules and Records series for which
system obsolescence and special protection has
] Carraubfing haoon dod h A 80
2510.3a SI COMMUNICATIONS 3. PUBLICATIONS. Permanent. Apply para. p N1-NU-89-1/ 2510/3/A

SYSTEMS - GENERAL

a. Official record copy

2510.1.
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CORRESPONDENCE. Commander, Naval P
Records of OPNAV, Security Group Activity,
COMNAVSECGRU, flag Attn- N14-Archives, 9800
headquarters and the Savage Road, Suite 6585,
office of program sponsor. Fort George G. Meade,
SI TACTICAL !ncludes plans for MD 20755, when 2 yezfrs
2530.1 COMMUNICATIONS - mstalla.tlon, concept of old. Offer to NARA entire N1-NU-89-1/ 2530/1
GENERAL operations and records record series or 5-year
relating to actual blocks thereof, if
installation schedules and unclassified or
systems obsolescence and declassified, when 50
removal. For routine years old or sooner.
administrative Records series for which
correspondence at these special protection has
S1 TACTICAL 3. PUBU(‘jl\TiE;R;.c o ;ermanLent.J A;;Iy SSl(-ZI =2 P
2530.3a COMMUNICATIONS - a. Official record copy subparagraph 2530.1. N1-NU-83-1/2530/3/A
2000-2 OPNAV Communications |All incoming and outgoing PERMANENT: Cutoffat |[x
Centers: messages received, end of calendar year.
relayed or sent (by Transfer to the National
Archives 25 vears after
TRAFFIC 1. OPNAV Permanent. Cut off file p
2310.1a(1) HANDLING/PROCESSING |COMMUNICATIONS annually. Retire to WNRC N1-NU-89-1/2310/1/A/1
RECORDS CENTER. when 2 years old. Transfer
TRAFFIC 1. OPNAV PERMANENT. Cut off p
2310 1b HANDLING/PROCESSING ICOMMUNICATIONS annually. Retire to WNRC N1-NU-89-1/2310/1/B
RECORDS CENTER when 2 years old. Transfer
2. COMMANDER IN CHIEF
U.S. PACIFIC COMMAND Permanent. Cut off file
TRAFFIC (USCINCPAC) and annually. Retire to WNRC
2310.2a(1) HANDLING/PROCESSING [{COMMANDER IN CHIEF when 2 years old. Transfer N1-NU-89-1/2310/2/A/1
RECORDS U.S. ATLANTIC COMMAND to NARA when 20 years
(USACOM) old.
COMMUNICATIONS
2. COMMANDER IN CHIEF
U.S. PACIFIC COMMAND Permanent. Cut off file
TRAFFIC {USCINCPAC) and annually. Retire to WNRC
2310.23(3) HANDLING/PROCESSING {COMMANDER IN CHIEF when 2 years old. Transfer N1-NU-89-1/ 2310/2/A/3
RECORDS U.S. ATLANTIC COMMAND to NARA when 20 years
(USACOM) old.
COMMUNICATIONS
2000-3 Equipment Planning and |information relating to PERMANENT: Cutoffat |x
Servicing: establishment/disestablish end of calendar year.

ment of communications
faciliti t0

Transfer to the National

Archives 25 vears after
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SUBMARINE BROADCAST

1. MULTICHANNEL AND

Permanent. Retire to FRC

2083 1 RECORDS SINGLE CHANNEL when 4 years old. Transfer N1-NU-89-1/ 2083/1
PLANNING RECORDS. to NARA when 20 years
NATO BROADCAST 2. MULTICHANNEL, Permanent Retire to FRC |p
2089.2 COMMUNICATIONS SINGLE CHANNEL, AND when 4 years old. Transfer N1-NU-89-1 / 2089/2
RECORDS NATO PLANNING to NARA when 20 years
3. COMSEC EQUIPMENT P
CONFIGURATION
COMSEC EQUIPMENT Permanent. Transfer to
2206.3¢ INSTALLATION CONTROL-. Changes and NARA per SSIC 2201. N1-NU-89-1/ 2206/3/C
modifications to current
COMSEC equipment.
St COMMUNICATIONS 1. MINUTES of board Permanent. Transferto  |p
2306.1 EQUIPMENT AND meetings and supporting NARA per para. 2500.1, N1-NU-89-1/2506/1
2. AUS-CAN-NZ-UK-US, P
NATO; AND
GENERAL ' Permanent. Retire to
2830.2 COMMUNICATION IB;I_;_A TERAUREIGL:(T):AL WNR: vihen Seyears old. 1
-2 CONSOLIDATION RE c?:DP;izior ds Transfer to NARA when 25 N1-NU-89-1/2830/2/A
RECORDS . years old.
pertaining to
interoperability of
GENERAL 5 AGREEMENTS AND Permanent. Retire to p
2830.5 COMMUNICATION MEMORANDA OF WNRC when 10 years old N1-NU-89-1 / 2830/5
CONSOLIDATION UNDERSTANDING Transfer to NARA when 25
TELECOMMUNICATIONS 2. TELCOR SUMMARY. Permanent. Transferto  [p
2880.2a OPERATING a, Master copy filed at NARA 25 years after N1-NU-89-1/ 2880/2/A
2000-4 Information Loss or Information relating to PERMANENT: Cutoffat |x
Compromise, Major major instances of loss or end of calendar year.
Iincidents: compromise of classified Transfer to the National
cryptographic material. Alf Archives 50 years after .
instances of the cutoff,
loss/compromise of
zlal;ggm;’;;l;ting‘;: :;ss Permanent. Transferto  |p
2212.1a LOSS OR COMPROMISE or compromise of NARA per SSIC 2201. N1-NU-89-1/ 2212/1/A
2000-5 Extremely Low Frequency |Information relating to PERMANENT: Cutoffat  |x
{ELF) Program environmental impact on end of calendar year.
ELF Program and resulting Transfer to the National
public and congressional Archives 20 years after
interest, at CNO, Naval cutoff,
Enfr{;irgg RDS r|i ting t
EXTREMELY LOW e;\vironmentrael ?n:r;‘aicto on Permanent. Retire to P
FREQUENCY (ELF) ELF Program and resulting WNRC when 5 years old.
2046.1 {SUCCESSORTO ) . N1-NU-89-1 / 2046/1
SEAFARER, SHELF, Pubhc and congressional Transfer to NARA when 20
SANGUINE) interest, at CNO, Naval years old.

Computers and




2000-6 NATO and Allied switched | Information pertaining to TEMPORARY: Cutoffat {x
systems: NATO and Allied switched end of calendar year.
systems such as the NATO Destroy 15 years after
Intesrated jeutoff.
1. GENERAL
ggg::é:;?g;’c TREATY CORRESPONDENCE FILES. Transfer to FRC when 5
2072.1 Routine files pertaining to years old. Destroy when {30 N1-NU-89-1/ 2072/1
{NATO)/ALLIED SYSTEMS g .
RECORDS NATO and Allied switched 15 years old.
systems such as the NATO
2000-7 {communications Program;Information relating to }Trigger(s) TEMPORARY: Cutoffat  ix
Planning: splanning, programming, tend of calendar year.
procurement, or ! iDestroy 10 years after
1nstallation of manoower cutoff.
SWITCHED SYSTEMS- 1. PLANNING RECORDS. Retain on board. Destro 10
2070.1 NETWORKS RECORDS- General correspondence when 10 vears oll d v N1-NU-89-1/2070/1
GENERAL pertaining to planning for Y )
1. MULTICHANNEL, AND 10
Transfer to FRC when 4
FLEET BROADCAST SINGLE CHANNEL
1 -NU-89-
2081.1 RECORDS PLANNING RECORDS. years old Destroy when N1-NU-89-1/ 2081/1
. 10 years old.
Records pertaining to the
3. RESOURCES RECORDS. Retain on board Transfer {10
SUBMARINE BROADCAST
2083.3 RECORDS Records pertaining to to FRC when 4 years old. N1-NU-89-1 /2083/3
programming, Destroy when 10 years
1. ALLOCATION RECORDS. Transfer to WNRC on 10
ALLOCATION/ASSIGNMEN
2410.1 T RECORDS / Records documenting the revocation of allocation. N1-NU-89-1/2410/1
application, coordination, Destroy 10 years after
1. Frequency Usage Destroy when 10 years 10
2440.1 USAGE RECORDS N1-NU-89-1/ 2440/1
Records Records of actual old. / /
GENERAL 1. JOINT STANDARDS AND Retire to WNRC when 3 10
2830.1 N1-NU-89-1/ 2830/1
COMMUNICATION INTEROPERABILITY years old. Destroy when 89-1/2830/ .
2000-8 Information Loss or Information relating to }Trigger(s) { TEMPORARY: Cutoffat  jx
Compromise, Minor major instances of loss or send of calendar year.
Incident: compromise of classifled IDestroy 10 years after
crvotographic material. All cutoff.
1. rd i I Destroy when 10 years old
2212 1b LOSS OR COMPROMISE Records relating to loss estroy when 10 years old | 10 N1-NU-89-1/2212/1/B
or compromise of or when no longer
2000-9 Telecommunication Information relating to the | Trigger(s) TEMPORARY: Cutoffat ix
Program Management: |operation of end of calendar year.
telecommunications Destroy 5 years after
programs (E.G. Extremely cutoff.
Low Frequency (ELF),
hone



http:�o.sJ:il.lliUlOD..Of

1. GENERAL

. WIDE BAND 3 1-NU-89-1 / 2031/1
2031.1 RECORDS CORRESPONDENCE FILES. Destroy when 5 years old N / 1/
20321 NARROW BAND RECORDS 1. GENERAL Destroy when 5 years old N1-NU-89-1 /2032/1
CORRESPONDENCE FILES v v
1. GENERAL
TACA T,
2044.1 MO (TAKE CHARGE CORRESPONDENCE FILES. Destroy when S years old N1-NU-89-1/ 2044/1
AND MOVE OUT) |
Routine records relating to
EXTREMELY LOW 2. GENERAL
2046.2 FREQUENCY (ELF) CORRESPONDENCE FILES. Destroy when 5 years old. N1-NU-89-1/ 2046/2
{SUCCESSOR TO Routine files at the above
2060 1 TELEPHONE SYSTEMS 1. GENERAL Retain on board. Destroy N1-NU-89-1/ 2060/1
RECORDS CORRESPONDENCE FILES. when 5 years old.
DEFENSE TELEPHONE 1. GENERAL Retain on board. Destroy
2061.1 N1-NU-89-1 /2061/1
SYSTEMS (DTS) CORRESPONDENCE FILES. when 5 years old. / /
COMMAND SWITCH 1. GENERAL Retain on board. Destroy
2063.1 N1-NU-89-1/ 2063/1
SYSTEM (CSS) CORRESPONDENCE FILES. when 5 years old / /
NAVY ADMINISTRATIVE 1. GENERAL Retain on board. Destroy
2066.1 N1-NU-89-1/ 2066/1
06 TELEPHONE SYSTEM CORRESPONDENCE FILES. when 5 years old. / /
2069.1 FEDERAL 1. GENERAL Retain on board Destroy N1-NU-89-1/ 2069/1
TELECOMMUNICATIONS |CORRESPONDENCE FILES when 5 years old.
SWITCHED SYSTEMS- 3. RESOURCES RECORDS. Retain on board. Destroy
2070.3 N1-NU-89-1/2070/3
NETWORKS RECORDS- General correspondence when 5 years old. / /
AUTODIN I/AUTODIN Ii 1. INTEGRATED AUTODIN
2071.1 Di . 1-NU-89-1 / 207
4 RECORDS SYSTEM ARCHITECTURE estroy when 5 years old N1-NU-89-1/2071/1
AUTODIN I/AUTODIN I 2. AUTODIN | RECORDS
2071.2 Dest hen 5 id. N1-NU-89-1/2071/2
RECORDS Records pertaining to roy when 5 years o / /
1. GENERAL
2073.1 AUTOVON/DSN CORRESPONDENCE FILES Destroy when 5 years old. N1-NU-89-1/2073/1
Files pertaining to plans,
2081.3 FLEET BROADCAST 3. RESOURCES. F%ECORDS. Retain on board. Destroy N1-NU-89-1/2081/3
RECORDS Records pertaining to when 5 years old.
ANTI-SUBMARINE 1. GENERAL Retain on board. Destro
2086.1 WARFARE (ASW) (VP} CORRESPONDENCE FILES. when 5 vears olt:l v N1-NU-89-1 / 2086/1
BROADCAST RECORDS __|Files pertaining to all years o'd.
NATO BROADCAST 1. GENERAL Retain on board. Destroy
2089. N1-NU-89-1 / 2089/1
89.1 COMMUNICATIONS CORRESPONDENCE FILES when 5 years old. B / /
NATO BROADCAST 4. RESOURCES RECORDS.
2089.4 Desti hen 5 years old. N1-NU-89-1/ 2089/4
89 COMMUNICATIONS Records pertaining to estroy when Sy / 2085/
1. ROUTINE Transfer to: Commander,
CORRESPONDENCE Naval Security Group
COMSEC MATERIAL concerning COMSEC Activity, Attn: N14-
22801 N1-NU-89-1 / 2280/1
SYSTEM, GENERAL Material System (CMS) Archives, 9800 Savage / 2280/
accounts filed in Office of Road, Suite 6585, Fort
the Director, CMS. George G Meade, MD
L
23111 ANALYSIS/ENGINEERING : Destroy when 5 years old. N1-NU-89-1/2311/1

RECORDS

pertaining to the

development of message




GENERAL MANAGEMENT |1. GENERAL SPECTRUM Retain on board. Destroy
5 N1-NU-89-1 /2400/1
2400.1 RECORDS MANAGEMENT RECORDS. when 5 years old. / /
PRIMARY SUPPORT 2 PRIMARY/SECONDARY Retain on board Destro
2792.2 STATION (NAVAL SHIP/SHORE SYSTEM when 5 vears old v N1-NU-89-1/2792/2
COMMUNICATIONS RECORDS. Records v :
1. HICOM
H
2797.1 :é((i: OI::[?SM MAND (HICOM) COMMUNICATIONS NETS Destroy when 5 years old. N1-NU-89-1/2797/1
RECORDS. Records
1. GENERAL
SUBSYSTEM PROJECT Retain on board. Destroy
2801. LE. ~NU-89-1 / 2801/1
11 PLAN (SPP) RECORDS CORRESPO,N,DENCE FI, when 5 years old. NI-N /2804
Files pertaining to major
MASTER INSTALLATION  }1. GENERAL Destroy when 5 years old
2803.1 INFORMATION PLAN CORRESPONDENCE FILES. or superseded, whichever N1-NU-89-1/2803/1
(MIIP) RECORDS Files prepared by major is later.
2000-10 Telecommunication Information relating to the {Trigger(s) TEMPORARY: Cutoff at
Systems Planning and planning, programming, end of calendar year.
Implementation: manpower, funding, and Destroy 5 years after
CIRCUIT MAYFLOWER
TELECOMMUNICATIONS {{AND SUCCESSOR
2007 D Id. N1-NU-89-1/ 2007
RECORDS PROGRAM TITLES) estroy when 5 years o /
RECORDS. GENERAL
CLARINET MERUN (AND
TELECOMMUNICATIONS |SUCCESSOR PROGRAM
200 Dest h Id. N1-NU-89-1 /200
008 RECORDS TITLES) RECORDS estroy when 3 years o NU-85-1/2008
GENERAL
SPECIAL
SYSTEMS/NETWORKS (IN
COMMUNICATIO|
2010 TELECOMMUNICATIONS GENERAL) RECORDS Destroy when 5 years old. N1-NU-89-1 /2010
RECORDS
GENERAL
1. COMMAND AND
2012.1 TACTICAL NET RECORDS {CONTROL (C2), FLEET Destroy when 5 years old. N1-NU-89-1/2012/1
FLASH NET (FFN), AND
2. TACTICAL NET
. 1 ET R| d. N1-NU-89-1/2012/2
2012.2 TACTICAL NET RECORDS OPERATIONS RECORDS. Destroy when 5 years ol NU-89-1/ 2012/
3. TACTICAL NET
. i ET RECORD: id. N1-NU-839-1 /201
2012.3 TACTICAL NETR S RESOURCES RECORDS. Destroy when 5 years o N /2012/3
4. PROJECT
2012.4 TACTICAL NET RECORDS {IMPLEMENTATION Destroy when 5 years old. N1-NU-89-1/2012/4
RECORDS. Records
1. PROJECT
GENERAL AUTOMATED IMPLEMENTATION
2020. t h Id. N1-NU-89-1 / 202
01 SYSTEMS RECORDS RECORDS. Records Destroy when 3 years o NU-89-1/2020/1

ertaining to all




WORLDWIDE MILITARY

2. GENERAL

COMMAND AND CORRESPONDENCE FILES. Retain on board. Destroy
21. -NU-89-
20212 CONTROL SYSTEMS Files of all other offices when 5 years old. N1-NU-89-1/2021/2
{WWMCCS) RECORDS concerning the WWMCCS
RECORDS PERTAINING TO |3. AUTOMATED SYSTEMS Retain on board. Destro
2026.3 SHORE AUTOMATED RESOURCES RECORDS. when 5 vears olz.i v N1-NU-89-1/ 2026/3
SYSTEMS Records pertaining to the v -
STRATEGIC SYSTEMS 1. GENERAL
3 B N1-NU-89-
2040.1 RECORDS CORRESPONDENCE FILES. Destroy when 5 years old NU-89-1 / 2040/1
MINIMUM ESSENTIAL 1, GENERAL
EMERGENCY CORRESPONDENCE FILES.
2041.1 . N1-NU-89-
COMMUNICATIONS Files pertaining to Destroy when 5 years old 1-NU-89-1 / 2041/1
NETWORK (MEECN} lanning, resources, and
IMPROVED EMERGENCY |1. GENERAL
2042.1 MESSAGE AUTOMATIC CORRESPONDENCE FILES. Destroy when 5 years old. N1-NU-89-1/2042/1
TELETYPE SYSTEM Routine files pertaining to
1. GENERAL
43, . 1-NU-
2043.1 JCS ALERTING NET (JCSAN) CORRESPONDENCE FILES. Destroy when 5 years old N1-NU-89-1/2043/1
AIRBORNE NATIONAL 1. GENERAL Retain on board. Destroy
2045.1 N1-NU-89-1/2045/1
COMMAND POST (ABNCP) | CORRESPONDENCE FILES. when 5 years old. U-89-1/ S/
1. GENERAL
CORRESPONDENCE FILES
2047.1 . 1-NU-89- 04
7 VERDIN relating to this VLF Destroy when 5 years old N1-NU-89-1/2047/1
receiving and transmittin,
SATELLITE 1. GENERAL
2050.1 COMMUNICATIONS CORRESPONDENCE FILES. Destroy when 5 years old. N1-NU-89-1/2050/1
ASHORE SATCOM 1. GENERAL Retain on board. Destroy
051. N1-NU-89-1/ 2051/1
20511 SYSTEMS CORRESPONDENCE FILES, when 5 years old. NU-89-1/ 205/
AFLOAT SATCOM 1. GENERAL Retain on board. Destroy
2052.1 1-NU-89-1 / 205,
SYSTEMS CORRESPONDENCE FILES. when 5 years old. N1-NU-89-1/2052/1
SATELLITE NAVIGATION 1. GENERAL Retain on board. Destroy
. N1-NU-89-1/2054/1
2054.1 SYSTEMS CORRESPONDENCE FILES. when 5 years old. U-89-1/ /
BASIC ELECTRONICS 1. GENERAL Destroy when 5 years old
2804.1 SYSTEM ENGINEERING CORRESPONDENCE FILES. or superseded, whichever N1-NU-89-1 / 2804/1
PLAN {BESEP) RECORDS __]Files and records of is later.
2000-11 Data Standardization: Information pertaining to TEMPORARY: Cutoff at
the standardization of end of calendar year.
ata elements in order Destroy 5 years afte
PERSONNEL DATA 1, Records Pertaining to Retain on board. Destroy
12292.1 STANDARDIZATION the Standardization of when 5 years old or N1-NU-86-3 / 12292/1
RECORDS Data Elements in Order superseded, whichever is
2000-12 Radio Frequency Risk Information relating to the I Trigger(s) TEMPORARY: Cutoff at
Management: effect of radio frequency end of calendar year.

nergy on personnel

Destroy 6 years after




3. Radiation Hazard

GENERAL FREQUENCY (RADHAZ) Records.
2460.3 SOUNDERS RECORDS Routine records of the Destroy when 6 years old. N1-NU-89-1/ 2460/3
effect of radio frequency
2000-13 International/Domestic  {Information relating to Trigger(s) TEMPORARY: Cutoff at
Coordination: interoperability of end of calendar year.
communications Destroy 5 years after
equipment to be sold, cutoff.
leased or loaned, or
2. AUS-CAN-NZ-UK-US;
NATO; AND
g(E)T\l/IE:I?Jl;‘IICATION BILATERAL/REGIONAL
2830.2b INTEROPERABILITY Destroy when 5 years old. N1-NU-89-1/2830/2/8
CONSOLIDATION RECORDS. Records
RECORDS .
pertaining to
interoperability of
GENERAL 6. MF/HF AND VHF/UHF
2830.6 gg;h:sMoﬂgfagsN igx:?::;:f;zzzi Destroy when 5 years old. N1-NU-89-1/2830/6
RECORDS and operational records
GENERAL 7. AIR TRAFFIC CONTROL
2830.7 COMMUNICATION RECORDS. Records Destroy when 5 years old. N1-NU-89-1 / 2830/7
CONSOLIDATION pertaining to the
GENERAL 8. AIRCRAFT
2830.8 ggsto ﬂ;fagsN :Rog::h:gg F::::];g (?'(:RD ;. Destroy when 5 years old. N1-NU-89-1/2830/8
RECORDS Routine records
2000-14 General Correspondence |information accumulated |Trigger(s) TEMPORARY: Cutoff at
(Information Technology }in connection with the end of end of calendar
and Communications): routine, day-to-day, year. Destroy 3 years
administration and after cutoff.
operation of Navy and
GENERAL CORRESPONDENCE FILES
2000.2 TELECOMMUNICATIONS Files include reports and Destroy when 2 years old. N1-NU-89-1/ 2000/2
SYSTEMS RECORDS
other papers relating to
MOBILE-TRANSPORTABLE {1. GENERAL 3
2013.1 RECORDS CORRESPONDENCE FILES Destroy when 2 years old. N1-NU-89-1/2013/1
CONTINGENCY 1. GENERAL
2014.1 COMMUNICATIONS CORRESPONDENCE FILES. Destroy when 2 years old. N1-NU-89-1/2014/1
RECORDS Records pertaining to
VISUAL 1. GENERAL
2015.1 COMMUNICATIONS CORRESPONDENCE FILES. Destroy when 2 years old. N1-NU-89-1/ 2015/1
RECORDS Files pertaining to visual




DEFENSE 1. General 3
2016. Desti hen 2 ye Id. -NU-89-1 / 2016/1
! COMMUNICATIONS Correspandence Files. estroy when Z2years o N1-NU-89-1/ 2016/
SECURE VOICE SYSTEMS  |1. GENERAL 3
2030.1 (EXCLUDING CORRESPONDENCE FILES. Destroy when 2 years old. N1-NU-89-1/2030/1
AUTOSEVOCOM]) Routine operational and
TELEPHONE SYSTEMS 2. TELEPHONE SERVICE Retain on board. Destroy |3
2060.2 1-NU-89-1 / 2060/2
RECORDS RECORDS. Requests for when 1 years old. N / /
SWITCHED SYSTEMS- 2. OPERATIONS RECORDS. 3
2070.2 NETWORKS RECORDS- General correspondence Destroy when 2 years old. N1-NU-89-1 / 2070/2
GENERAL relating to operations of
AUTOSEVOCOM RECORDS {1. GENERAL 3
2074.1 Dest hen 2 ye Id. N1-NU-89-1 /2074/1
(AND SUCCESSOR CORRESPONDENCE FILES. estroy when 2 years o 1/2074/
1. GENERAL 3
GENERAL BROADCAST
2080.1 ; " -NU-89-
SYSTEMS RECORDS COR}.?ESPONDENCE Destroy when 3 years old N1-NU-89-1 / 2080/1
Routine administrative
FLEET BROADCAST 2. OPERATIONS RECORDS. 3
2081.2 Dest hen 2 Id. -NU-89-1 /2081/2
RECORDS Records pertatning to the estroy when 2 years o N1 / /
NATO BROADCAST 3. OPERATIONS RECORDS. Retain on board. Destroy |3
2089.3 N1-NU-89-1 /2089/3
COMMUNICATIONS Records pertaining to the when 2 years old. / /
COMMERCIAL 1. COMMERCIAL REFILE 3
2092.1 hen 1 Id. -NU-89-1 / 2092
REFILE/CLASS "E" RECORDS. Destroy when 1year o N1-NU-89-1/2052/1
MILITARY AFFILIATE 2. EXCESS EQUIPMENT 3
2093.2 d. -NU-89- 93
RADIO SYSTEM RECORDS. Includes Destroy when 2 years ol N1-NU-89-1/2093/2
MILITARY AFFILIATE 3. GENERAL 3
2093.3 RADIO SYSTEM CORRESPONDENCE FILES. Destroy when 2 years old. N1-NU-89-1/2093/3
(MARS)/AMATEUR RADIO |Routine, administrative
1. GENERAL 3
MERCHANT SHIP CORRESPONDENCE FILES.
2099.1 COMMUNICATIONS Routine files pertaining to Destroy when 2 years old N1-NU-89-1 / 2099/1
(MERCOMS) RECORDS P 6
the broadcast system used
SHORT-HAUL LEASED 1. GENERAL 3
.1 hen 3 Id. -NU-89-
2110 CIRCUITS RECORDS CORRESPONDENCE FILES. Destroy when 3 years o N1-NU-83-1/2110/1
LONG-HAUL LEASED 1. GENERAL 3
120.1 D Id. -NU-89- 1
2 CIRCUITS RECORDS CORRESPONDENCE FILES. estroy when 3 years o N1-NU-89-1/2120/1
ON-BASE CIRCUITS 1. GENERAL 3
. D 2 Id. -NU-89-
2130.1 RECORDS CORRESPONDENCE FILES. estroy when 2 years o N1-NU-89-1/2130/1
LEASED 1. GENERAL 3
21401 Destroy when 3 years old. N1-NU-89-1/2140/1
EQUIPMENT/TERMINALS |CORRESPONDENCE FILES. estroy when 3 yea L / 2140/
LEASED 1. GENERAL 3
2150.1 Dest h Id. -NU-89- 150
EQUIPMENT/TERMINALS |CORRESPONDENCE FILES. estroy when 3 years o N1-NU-89-1/2150/1
2160.1 LANDLINES RECORDS 1. GENERAL Destroy when 3 years old 3 N1-NU-89-1 /2160/1
' CORRESPONDENCE FILES. v Y :
TELECOMMUNICATIONS [1. GENERAL 3
2180.1 Dest hen 3 Id. N1-NU-89- 80,
SERVICE REQUEST (TSR) _|CORRESPONDENCE FILES. estroy when 3 years o 9-1/2180/1
1. ROUTINE Destroy when 2 yearsold {3
MMUNICATIONS
2200.1 COMMUNICATIO ADMINISTRATIVE or when no longer needed N1-NU-89-1/2200/1
SECURITY GENERAL . . .
RECORDS relating to for operations, whichever
CRYPTOGRAPHIC 2. ADMINISTRATIVE Destroy when 2 years old |3
2250.2 -NU-89-1 / 2250,
EQUIPMENT, GENERAL  {CORRESPONDENCE or when no longer needed N1-NU-85-1/ 2




COMSEC MATERIAL 2. GENERAL
) 2 d -NU-89-
2280.2 SYSTEM, GENERAL CORRESPONDENCE at all Destroy when 2 years ol N1-NU-89-1 / 2280/2
COMSEC MATERIAL 7. Routine Messages 3
2280. t 2 Id. ~NU-89-1 / 2280,
80.7 SYSTEM, GENERAL relating to CMS matters. Destroy when 2 years o N1-NU-89-1/2280/7
1. Routine records relating Destroy when 2 yearsold )3
AUTOMATED DATA
2284.1 PROCESSING SUPPORT to cfevelopment, or when n? longef needed N1-NU-89-1/2284/1
maintenance and for operations whichever
GENERAL 2. ACTIVITIES GENERAL 3
2300.2 2 i -NU-89-1/ 2300/2
3 COMMUNICATIONS CORRESPONDENCE FILES. Destroy when 2 years old N1-NU-89-1/ 2300/
TRAFFIC 3. GENERAL 3
2311.3 ANALYSIS/ENGINEERING |CORRESPONDENCE FILES. Destroy when 2 years old. N1-NU-89-1/ 2311/3
RECORDS Routine files pertaining to
GENERAL 3
ALITY CONTR
2313. g‘é’ CORLYSCO oL CORRESPONDENCE FILES. Destroy when 1 year old. N1-NU-89-1/ 2313
Routine files pertaining to
GENERAL ROUTING 1. ACTIVITIES GENERAL 3
1 2 years old. -NU-89-1/ 232
2320 DOCTRINE RECORDS CORRESPONDENCE FILES. Destroy when 2 years old N1-NU-89-1/2320/1
COMMUNICATION 1. GENERAL 3
211 troy when 1 year old. N1-NU-89-1
23 ALTERNATE ROUTING | CORRESPONDENCE FILES. Destroy when 1 year o /2321/1
STABILIZED ROUTING FOR |1. GENERAL 3
2322, X -NU-89-1/ 232
322.1 AFLOAT COMMAND CORRESPONDENCE FILES Destroy when 1 year old N1-NU-89-1/2322/1
GENERAL ADDRESS 1. GENERAL 3
1 2 i -NU-89-
2340 DESIGNATORS RECORDS |CORRESPONDENCE FILES. Destroy when 2 years old N1-NU-89-1/2340/1
Plain Language Address  |1. GENERAL 3
2341.1 Destroy when 2 years old. N1-NU-89-1/2341/1
Directory (PLAD) RECORDS | CORRESPONDENCE FILES. estroywhen £ yea 12341/
AIG'S/CAD'S/GENERAL 1. General 3
2342.1 Destroy when 1 year old. -NU-89-1/ 234
2 MESSAGE RECORDS Correspondence Files estroy when - year o N1 1/2342/1/A
AlG'S/CAD'S/GENERAL __|1. General 3
2342.1 Destroy when 1 year old. N1-NU-89-1/ 234
b MESSAGE RECORDS Correspondence Files. estroywhen 1 yearo /2342/1/8
ROUTING INDICATORS | L. GENERAL 3
43.1 t i -NU-89-1/ 234
2 RECORDS CORRESPONDENCE FILES. Destroy when 1 year old N1-NU-85-1/2343/1
INTERNATIONAL CALL __|1. GENERAL 3
) Id. -NU-89-1/ 2344
2344.1 SIGNS RECORDS CORRESPONDENCE FILES. Destroy when 3 years o N1-NU-89-1/2344/1
VOICE CALL SIGNS 1. GENERAL 3
1 D 3 id. -NU-89-1/ 234
2345 RECORDS CORRESPONDENCE FILES. estroy when 3 years o N1-NU-89-1/2345/1
S| COMMUNICATIONS __ |2. ROUTINE 3
: 2 Id. NU-89-
2500.2 RECORDS — GENERAL ADMINISTRATIVE Destroy when 2 years o N1-NU-89-1/ 2500/2
'S COMMUNICATIONS __|2. ROUTINE 3
12 ) NU-89-
250 PLANNING AND ADMINISTRATIVE Destroy when 2 years old N1-NU-89-1/2501/2
SICOMMUNICATIONS |2, ROUTINE OPERATIONAL 3
2510.2 Destroy when 2 d. -NU-89-1/ 2510/2
> SYSTEMS - GENERAL AND ADMINISTRATIVE estroy when 2 years ol N1-NU-85-1/2510/
SI TACTICAL 2. Routine operational and 3
2530.2 when 2 years old. N1-NU-89-1/ 2530/2
COMMUNICATIONS - |administrative Destroy when 2 years o 12530/
CIRCUITRY AND NETWORK | 1. GENERAL 3
10.1 2 -NU-89-
2710, RECORDS CORRESPONDENCE EILES. Destroy when 2 years old N1-NU-89-1/2710/1
1. EXERCISE (AFLOAT 3
2720.1 f 2 ) -NU-89-1/ 272
EXERCISES RECORDS COMMUNICATION Destroy when 2 years old N1-NU-89-1/2720/1
1. GENERAL
2730.1 REQUIREMENTS RECORDS Destroy when 1 year old. N1-NU-89-1 / 2730/1

CORRESPONDENCE FILES.




1. GENERAL

8 READINESS RE DS Dest h ar old. N1-NU-89-1/2740/1
2740.1 COR CORRESPONDENCE FILES. estroy when 1 year old NU-89-1 / 2740/
1. GENERAL 3
. NS D B N1-NU-89-1/ 275
2750.1 PLANS RECORDS CORRESPONDENCE FILES. estroy when 2 years old NU-89-1/ 2750/1
. . D
MANAGEMENT cl:o?zg:zgg'-noemcs FILES. R:;:I:f:; posrd. Destoy 313
2802.1 ENGINEERING PLAN {MEP) N : V- . N1-NU-89-1/2802/1
RECORDS Files pertaining to the disestablishment of
assignment of installation.
2000-15 General Communications |Information relating to Trigger(s) TEMPORARY: Cutoffat |x
Operations: general transactions, the end of calendar year.
day-to-day administratton, Destroy 3 years after
and operation of cutoff.
communications
programs. This includes
hust is nat limitad 0
SATELLITE 2. MUJI (Meaconing, 3
2050.2 COMMUNICATIONS Intrusion, Jamming and Destroy when 2 years old. N1-NU-89-1/ 2050/2
(SATCOM) SYSTEMS Interference) Reports.
MILITARY AFFILIATE 1. MEMBERSHIP Destroy 1 year after 3
2093.1 RADIO SYSTEM DOCUMENTS. Includes termination of N1-NU-89-1/2093/1
(MARS)/AMATEUR RADIO [membership applications membership.
MILITARY AFFILIATE 4. STATION LOGS Destroy 1 vear after final 3
2093.4 RADIO SYSTEM Documents reflecting the entry. viye N1-NU-89-1/2093/4
(MARS)/AMATEUR RADIO ]time stations go on and off )
COMSEC EQUIPMENT 1 IMPLEMENTATION 3
2206. Destroy when 2 rs old. 1-NU-89-1/ 2206/1/A
6.1a INSTALLATION PROGRAMS estroy when Zyears o N /22061
COMSEC EQUIPMENT 1. IMPLEMENTATION 3
206. 2 Id. ~NU-89- B
2206.1b INSTALLATION PROGRAMES. Destroy when 2 years old N1-NU-89-1/2206/1/
COMSEC EQUIPMENT 1. IMPLEMENTATION 3
. Dest hen 2 B N1-NU-89-1 / 22 (o
2206.1c INSTALLATION PROGRAMS. estroy when 2 years old NU-89-1 / 2206/1/
COMSEC EQUIPMENT 2, ACQUISITION OF 3
. T Id. 1-NU-89- 2
2206.2a INSTALLATION CURRENT EXISTING Destroy when 2 years o N1-NU-89-1/ 2206/2/A
COMSEC EQUIPMENT 2. ACQUISITION OF 3
. Dest| 2 . N1-NU-89-1/2206/2/B
2206.2b INSTALLATION CURRENT EXISTING estroy when 2 years old NU-89-1 / 2206/2/!
COMSEC EQUIPMENT 2. ACQUISITION OF 3
2206. Dest hen 2 Id. 1-NU-89-1 / 2206/2/C
206.2¢ INSTALLATION CURRENT EXISTING estroyWhen 2years o N /220612
3. COMSEC EQUIPMENT 3
COMSEC EQUIPMENT CONFIGURATION
2206. Destroy when 2 years old. N1-NU-89-1 / 2206/3/A
06.32 INSTALLATION CONTROL. Changes and estroy when 2 years o NU-89-1/2206/3/.
modifications to current
3. COMSEC EQUIPMENT 3
COMSEC EQUIPMENT CONFIGURATION
2206.3b D hen 2 rs old. 1-NU-89- 6/3/B
5 INSTALLATION CONTROL Changes and estroy when 2 years o N1-NU-89-1/2206/3/

modifications to current




3 COMSEC EQUIPMENT 3
CONFIGURATION
SEC EQUIPMENT
2206.3b{1) COMSEC EQUIPM CONTROL Changes and Destroy when 2 years old. N1-NU-89-1/ 2206/3/8/1
INSTALLATION . }
modifications to current
COMSEC equipment.
3. COMSEC EQUIPMENT 3
CONFIGURATION
EQUIPMEN
2206.3b{2) COMSEC EQUIPMENT CONTROL. Changes and Destroy when 2 years old N1-NU-89-1 / 2206/3/8/2
INSTALLATION ) .
modifications to current
COMSEC equipment.
PHYSICAL SECURITY OF 1 Records relating to the Destroy when 2 yearsold |3
2210.1 CRYPTOGRAPHIC physical security of or when no longer needed N1-NU-89-1/2210/1
EQUIPMENT AND cryptographic equipment for operations whichever
COMSEC MATERIAL 10. RECEIPTS from Armed
2280.10 Destroy when 1 year old. N1-NU-89-1/2280/10
SYSTEM, GENERAL Forces Courier Service, v v / /
COMSEC MATERIAL 3 LOCAL CUSTODY ISSUE 3
2280.3 Destroy when 2 years old. N1-NU-89-1 /2280/3/C
¢ SYSTEM, GENERAL DOCUMENTS (and estroy when 2years o /2280/3/
COMSEC MATERIAL 3. LOCAL CUSTODY ISSUE 3
2280.3j Destroy when 2 years old N1-NU-89-1/ 2280/3/)
! SYSTEM, GENERAL DOCUMENTS (and i v / 2280/3/.
COMSEC MATERIAL 3. LOCAL CUSTODY ISSUE 3
2280.3k Destroy when 2 years old. N1-NU-89-1/2280/3/K
0 SYSTEM, GENERAL DOCUMENTS (and vv years o / 3/
3 COMMUNICATION AND
TRAFFIC CRYPTO CléNTER RECORDS :
2310.33(2) HANDLING/PROCESSING Destroy when 3 years old. N1-NU-89-1/ 2310/3/A/2
ABOARD NAVAL SHIPS
RECORDS )
a. Message Center Files.
3. COMMUNICATION AND
TRAFFIC CR(Y:PTO Cl;:TERT:{(;CORDS }
2310.3a(3) HANDLING/PROCESSING Destroy when 2 years old. N1-NU-89-1 / 2310/3/A/3
ABOARD NAVAL SHIPS
RECORDS -
a. Message Center Files.
TRAFFIC 3. COMMUNICATION AND 3
CRYPTO CENTER RECORDS Destroy when 12 months
N 1-NU-89-1 / 221
2310.3a(7) :é\gg)‘:.ll)l\;G/PROCESSING ABOARD NAVAL SHIPS old. N1-NU-89-1/ 0/3/A/7
a. Message Center Files.
TRAFFIC 4. LOGS, RECORD SHEETS, 3
2310 4b HANDLING/PROCESSING |OR REGISTERS OF Destroy when 2 years old. N1-NU-89-1 / 2310/4/B
RECORDS INCOMING AND
5. ALLOTHER 3
DEPARTMENT OF THE
NAVY COMMUNICATIONS
TRAFFIC ACTIVITIES (UNITS,
2310 5a(2) HANDLING/PROCESSING  |OFFICES, STATIONS, ETC.) Destroy when 3 years old. N1-NU-89-1/ 2310/S/A/2
RECORDS EXCLUDING NAVAL SHIPS

RECORDS. Visual and radio
station files, including
radiophato files: ciccuit,




5. ALLOTHER 3
DEPARTMENT OF THE
NAVY COMMUNICATIONS
TRAFFIC ACTIVITIES (UNITS,
2310.5a(3) HANDLING/PROCESSING [OFFICES, STATIONS, ETC.) Destroy when 2 years old. N1-NU-89-1/2310/5/A/3
RECORDS EXCLUDING NAVAL SHIPS
RECORDS. Visual and radio
station files, including
r e
DEPARTMENT OF THE
NAVY COMMUNICATIONS
TRAFFIC ACTIVITIES (UNITS, Destroy when 12 months
2310.5a(7) HANDLING/PROCESSING |OFFICES, STATIONS, ETC.) old. N1-NU-89-1 / 2310/5/A/7
RECORDS EXCLUDING NAVAL SHIPS
RECORDS. Visual and radio
station files, including
TRAFFIC 6. LOGS, RECORD SHEETS, 3
2310.6b HANDLING/PROCESSING JOR REGISTERS OF Destroy when 2 years old. N1-NU-89-1/2310/6/8
RECORDS INCOMING AND
TRAFFIC 7. EXERCISE MESSAGE
2310.7 HANDLING/PROCESSING |HANDLING RECORDS. Destroy when 1 year old. N1-NU-89-1/2310/7
TRAFFIC 2. SPEED OF 5ERVICE OF 3
2311.2b ANALYSIS/ENGINEERING |TELECOMMUNICATIONS Destroy when 1 year old. N1-NU-89-1/2311/2/8
RECORDS RECORDS.
Case files at Naval Destroy 2 years after 3
COMMUNICATIONS Computer and action is completed or
2314. EVALUATION RECORDS  [Telecommunications when no longer needed N1-NU-89-1/2314
Command (NCTC) for reference after action
1. Records filed at NCTC 3
2316.1a ;i?;FLCEzBARng'CAL ::a':: ::;i :'me::::g';d Destroy when 2 years old. N1-NU-89-1/2316/1/A
traffic volumes, manual
GENERAL MANAGEMENT }2. SPECTRUM 3
2400.2 RECORDS MANAGEMENT TRAINING Destroy when 2 years old. N1-NU-89-1 /2400/2
24003 :Eg;:g; MANAGEMENT :A::ig;;’:nm Destroy when 2 years old. 3 N1-NU-89-1 / 2400/3
2 ASSIGNMENT RECORDS. 3
ALLOCATION/ASSIGNMEN |Records of proposals, Retain on board. Destroy 2
2410.2b T RECORDS authorizations, years after revocation. N1-NU-89-1/2410/2/8
assignments, deletions
1. RADIO FREQUENCY 3
2420.1 INTERFERENCE RECORDS |INTERFERENCE RECORDS. Destroy when 2 years old. N1-NU-89-1 /2420/1
Records of
2420.2 INTERFERENCE RECORDS 2. RADIO NOISE RECORDS. Destroy when 2 years old. 3 N1-NU-89-1/2420/2

Records of background




3. INTERFERENCE (MAN 3
2420.3 INTERFERENCE RECORDS |{MADE) RECORDS. Records Destroy when 2 years old. N1-NU-89-1/ 2420/3
Of electromagnetic noises
4. ELECTROMAGNETIC 3
24204 INTERFERENCE RECORDS |PULSE (EMP) RECORDS. Destroy when 2 years old. N1-NU-89-1/ 2420/4
Records of the
2430.1 PROPAGATION RECORDS | - Propagation Records. Destroy when 2 years old. | N1-NU-89-1/ 2430/1
Records of special
GENERAL 1. ELECTROMAGNETIC 3
2450.1 ELECTROMAGNETIC COMPATIBILITY ANALYSIS Destroy when 2 years old. N1-NU-89-1/ 2450/1
COMPATIBILITY RECORDS |CENTER (ECAC) RECORDS.
GENERAL 2. ELECTROMAGNETIC 3
2450.2 Destroy wh Id. N1-NU-89-1/ 2450/2
ELECTROMAGNETIC COMPATIBILITY estroy when 2 years o / 2450/
GENERAL 3. ELECTROMAGNETIC 3
2450 troy wh i N1-NU-89-1/ 2450/3
3 ELECTROMAGNETIC COMPATIBILITY AIRCRAFT Destroy when 2 years old NU-89-1/ 2450/
GENERAL 4. OTHER 3
2450.4 ELECTROMAGNETIC ELECTROMAGNETIC Destroy when 2 years old. N1-NU-89-1 / 2450/4
COMPATIBILITY RECORDS |COMPATIBILITY RECORDS.
GENERAL 5. ELECTROMAGNETIC 3
2450, Destroy wh i 1-NU-89-1 / 2450/5
5 ELECTROMAGNETIC COMPATIBILITY PROGRAM estroy when 2 years old N1-NU-85-1/ 2450/
GENERAL FREQUENCY | 1. RADIO FREQUENCY 3
460. h Id. N1-NU-89-1/ 2460/1
2460.1 SOUNDERS RECORDS |COORDINATION RECORDS. Destroy when 2 years o N / 2460/
2. RADIO FREQUENCY 3
GENERAL FREQUENCY
) ' X ~NU-89-1/ 2460/2
2460.2 SOUNDERS RECORDS ENERGY RECORDS Destroy when 2 years old N1-NU-89-1/ /
Records of energy (power)
SI HFDF 1. Monthly reports on 3
25211 Destroy when ars old. N1-NU-89-1/2521/1
COMMUNICATIONS circuit reliability. y when 2 years old /2521/
S1 HFDF 1. Records relating to shift 3
2522.1 stroy when 1 r old. N1-NU-89-1/2522/1
2 COMMUNICATIONS of netwark control among Destroy when 1 year o /2522
1. NAVY MODULAR wnin
RECORDS PERTAINING TO [AUTOMATED
SHIPBOARD AUTOMATED |COMMUNICATIONS Retain on board. Destroy
231 N1-NU-89-1/2023/1
2023 COMMUNICATIONS SYSTEMS (NAVMACS), when no longer needed. 12023/
SYSTEMS INFORMATION EXCHANGE
SYSTEM (IXS), MESSAGE
20232 RECORDS PERTAINING TO |2. AUTOMATED 5YSTEMS Retain on board. Destroy |wnin NLNU-89-1/ 2023/2
SHIPBOARD AUTOMATED |OPERATIONS RECORDS. when no [onger needed.
20233 RECORDS PERTAINING TO |3. AUTOMATED SYSTEMS Retain on board Destroy |wnin NL-NU-89-1/ 2023/
SHIPBOARD AUTOMATED |RESOURCES RECORDS. when no longer needed.
1. NAVY wnin
COMMUNICATION
RECORDS PERTAINING TO |PROCESSING AND Retain on board. Destro
2026.1 SHORE AUTOMATED ROUTING SYSTEM o dy N1-NU-89-1/2026/1
SYSTEMS (NAVCOMPARS), LOCAL 8 :
DIGITAL MESSAGE
EXCHANGE (LDMX), XS
2026.2 RECORDS PERTAINING TO |2. AUTOMATED SYSTEMS Retain on board. Destroy jwnin NL-NU-85-1 / 2026/

SHORE AUTOMATED

OPERATIONS RECORDS.

when no longer needed.




SUBMARINE BROADCAST

2. OPERATIONS RECORDS

wnin

083. Destr h N1-NU-89-1/2083/2
2083.2 RECORDS Records pertaining to the estroy when superseded N / /
1. GENERAL Retain on board. Destroy |wnin
FLEET COMMAND CORRESPONDENCE. These when systems are
CENTER/TASK FORCE are routine records about obsolete or when no
2095.1 N1-NU-89-1/ 2095/1
COMMAND CENTER systems which carry longer needed for / /
(FCC/TFCC) information pertaining to reference. For disposition
fleet operations. This SSIC of operational data carried
1. GENERAL Retain on board. Destroy wnin
OCEAN SURVEILLANCE CORRESPONDENCE. These when system is obsolete
2096.1 INFORMATION SYSTEM  ]are routine records about or no longer needed for N1-NU-89-1/ 2096/1
{OSIS) RECORDS a system which carries reference. For disposition
current information on of data carried on this
SOUNDSURVEILLANCE |c Coc il e R
SYSTEM/SURVEILLANCE Routine records relz-;tln to or whery1s no longer needed
2097 1 TOWED ARRAY SYSTEM . .g & N1-NU-89-1 / 2097/1
collection and processing for reference. For
{SOSUS/SURTAS) ) - .
of undersea acoustic data disposition of data
RECORDS
Records concern collected and processed
1. GENERAL Retain on board. Destroy |wnin
CORRE. DE ILES. ol
ANTISUBMARINE R(:Etin: :‘l(lje': e':tcaiEnfi:n tSo :’rh ;::rv\s r:zTo: Zl:sne‘:?ed
2098.1 WARFARE (ASW) pertaining g N1-NU-89-1/ 2098/1
ASW communications for reference. For
RECORDS . . e
including the disposition of data
Antisubmarine Warfare collected and processed
oo OGO
2100 COMMUNICATIONS GENERAL. These are case or whery1s no longer needed N1-NU-89-1/2100
(MERCOMS) RECORDS } &
files containing for reference.
2206.1d COMSEC EQUIPMENT 1. IMPLEMENTATION Destroy when action is wnin N1-NU-89-1/ 2206/1/D
INSTALLATION PROGRAMS. completed.
GENERAL 2. ACTIVITIES GENERAL . wnln
Retain on board. Destroy
COMMUNICATIONS CORRESPONDENCE FILES.
2300.3b h ! ired N1-NU-89-1 / 2300/3/B
METHODS AND Files include reports and ‘f’:,::fz:e:::er requir / /3l
PROCEDURES RECORDS __lother papers relating to i}
S. ALL %Thﬁﬁ wnln
DEPARTMENT OF THE
NAVY COMMUNICATIONS
TRAFFIC ACTIVITIES (UNITS,
2310.5a(4) HANDUNG/PROCESSING |OFFICES, STATIONS, ETC.) Destroy when cancelled. N1-NU-89-1/ 2310/5/A/4
RECORDS EXCLUDING NAVAL SHIPS

RECORDS. Visual and radio
station files, including

radiophoto files: circuit




(5. ALLOTHER

whnin
DEPARTMENT OF THE
NAVY COMMUNICATIONS
TRAFFIC ACTIVITIES (UNITS, Destroy upon inactivation
2310.5b(1) HANDLING/PROCESSING |OFFICES, STATIONS, ETC.) of vesszl P N1-NU-89-1/ 2310/5/B/1
RECORDS EXCLUDING NAVAL SHIPS
RECORDS. Visual and radio
station files, including
radi .
1. GENERAL Retain on board. Destroy |wnln
MESSAGE FORMATS AND
2319. _NU-89-
319.1 PROCEDURES RECORDS C.ORRESPO.N.DENCE FILES when superseded, N1-NU-89-1/2319/1
Files pertaining to obsolete, or no longer
1. GENERAL Retain on board. Destroy {wnin
ACP-117 LISTING
2324.1 RECORDS N CORRESPONDENCE FILES when incorporated in N1-NU-89-1/2324/1
Files pertaining to Allied revised edition or change
2 ASSIGNMENT RECORDS. wnin
Records of proposals, .
| IGNME d ass e
2410.2a ALLOCATION/ASSIGNMEN authorizations, Overwrite old assignments N1-NU-89-1/ 2410/2/A
T RECORDS 5 . when obsolete.
assignments, deletions
and cumulative resources
St COMMUNICATION 1. ROUTINE OPERATIONAL Destroy when no longer  lwnin
2502.1 N1-NU-89-1/2502/1
PROCEDURES CORRESPONDENCE. needed for operations. U-89-1/ 2
S| COMMUNICATIONS 2. ROUTINE Destroy when relevant wnln
2506.2 N1-NU-89-1 0
6 EQUIPMENT AND ADMINISTRATIVE system is superseded. / 2506/2
1. FLEET OPERATIONAL 3
2760.1 OPERATING RECORDS TELECOMMUNICATIONS Destroy when 2 years old. N1-NU-89-1/ 2760/1
PROGRAM (FOTP)
2. OTHER OPERATIONS 3
2760.2 OPERATING RECORDS RECORDS. Records Destroy when 2 years old. N1-NU-89-1/2760/2
pertaining to routine
1. OPERATIONAL 3
QUALITY MONITORING READINESS EVALUATION
27801 D N -NU-89-
80 AND CONTROL RECORDS | (ORE) RECORDS. Records estroy when 2 years old N1-NU-89-1/2780/1
pertaining to exercises,
QUALITY MONITORING 2. OTHER QUALITY 3
2780.2 De 2 Id. -NU-89-
80 AND CONTROL RECORDS | MONITORING AND stroy when 2 years o N1-NU-85-1/2780/2
AFLOAT 1. PERFORMANCE 3
2790.1 D hen 2 L 1-NU-89-1 / 27
% COMMUNICATIONS EVALUATION (AFLOAT estroy when 2 years old N1-NU-85-1/2750/1
COMMUNICATIONS AREA |1. CAMS RECORDS. 3
27911 Dest; hen 2 old N1-NU-89-1/2791/1
9 MASTER STATION (CAMS) |Records pertaining to the estroy when 2 years ol U-89-1/279Y/
PRIMARY SUPPORT 1. PRIMARY SUPPORT 3
27921 STATION (NAVAL STATION (AFLOAT COM Destroy when 2 years old N1-NU-89-1/2782/1
COMMUNICATIONS SPT) RECORDS. Records
RESIDUAL STATION 1. RESIDUAL STATION 3
2793.1 (NAVAL (AFLOAT COM SPT) Destroy when 2 years old. N1-NU-89-1/2793/1

TELECOMMUNICATIONS

RECORDS Records




GENERAL 3. DEFENSE 3 -

: ‘ COMMUNICATION COMMUNICATIONS

. Desti hen 3 R -NU-89-

2830.3 CONSOLIDATION SYSTEMS RECORDS. estroy when 3 years old N1-NU-89-1/ 2830/3
RECORDS Routine administrative
GENERAL 4. NON-DOD 3

2830.4 COMMUNICATION TELECOMMUNICATIONS ) Destroy when 3 years old. N1-NU-89-1/ 2830/4
CONSOLIDATION RECORDS. Records
GENERAL MILITARY 1 GENERAL Retain on board. Destroy |wnin .

2860.1 ‘ ’ N1-NU-89-1/ 2860/1
COMMUNICATIONS CORRESPONDENCE FILES. when no longer needed : / o/
TELECOMMUNICATIONS ° }1. Input of Destroy when no longer  jwnin ’

2880.1 OPERATING * telecommunications needed for reference. . IN1-NU-89-1 / 2880/1
REQUIREMENTS (TELCOR) |trunks and circuits (NCTC keep last two i

2000-16 {Routine Communications §|ncludes routine ETriggerGT ' §TEMPORARY. Destrc;byw—"{)'(” b : . )

e v e oiTraffic commumcatlons trafflc e e ‘when 6 months old. S e _...%..— ~ e e
i e e

COMMERCIAL 2. CLASS E MESSAGES . z
‘2092 2 . ;Destroy when 30 days old. * N1-NU-89-1/2092/2
b e e — _REFILE/CLASS"E™ " Comespondence _ .} . .. .. e f.o, —— e — .___i N _,/__._ 2/ ]
* MILITARY AFFILIATE ‘5. MESSAGES. Messages . 6m ’

2093, Destroy after 60 days. N1-NU 89-1/ 2093

20933 RADIO SYSTEM of individuals and military | L Vafter 59 cay o NU-89-1/2098/5 |
MERCHANT SHIP ] 6m
2099.2 2. MESSAGES. Destroy when 60 days old. } . N1-NU-89-1/2099/2
s __Mm'___C_OMMUNICATIONS (_____ I S Z..,- o 1 f___ e v / . /__ o
: 3. COMMUNICATION AND ; ’
’ : TRAFFIC = CRYPTO CENTER REC(;::JS ot ' o -
2310.3a(1) HANDLING/PROCESSING . *  {Destroy when 10 days old. , N1-NU-89-1/ 2310/3/A/1
. ABOARD NAVAL SHIPS
RECORDS .
W______',a. Message CenterFiles. 1 b -
3. COMMUNICATION AND {
TRAFFIC CRSPTO CENTER RECORDS ;Gm ‘
2310.3a(5) HANDLING/PROCESSING . Destroy when 2 days old i N1-NU-89-1/ 2310/3/A/5
RECORDS ABOARD NAVALSHIPS H .
E— e Towo - —
TRAFFIC {CRYPTO CENTER RECORDS ‘ fsm )
2310.3a(6) HANDLING/PROCESSING | Destroy when 60 days old. 3 {N1-NU-89-1/ 2310/3/A/6
RECORDS {ABOARD NAVAL SHIPS {
. _ AR fa a_Message Center Files. _}_ S TV T .,-.._......._i .
3. COMMUNICATION AND { ‘
i ITRAFFIC .CRYPTO CENTER RECORDS i o
. D hen1ld { *N1-NU-89-1/
2310.3a(8) HANDLlNG/PROCESSlNG R AB OARD NAVAL SHIPS estroy when 1 day old : N1-NU-89-1 / 2310/3/A/8
RECORDS ' [

SO JO O ,a MessageCenterFiles. 3 ... o diin i e b i e J e
i 1 (3. COMMUNICATION ANG o ! —7
H q
. i :CRYPTO CENTER RECORDS
H “TRAFFIC RYP . P {

. . iABOARD NAVAL SHIPS - M i

-2310.3a(9) ‘HANDLING/PROCESSING Destroy when 60 days old {N1-NU-89-1 / 2310/3/A/9
: a. Message Center Files. : H
{RECORDS . !
1 Shlp 's copies of all 1 " }
! —_— jmessages received or sent | . — i — | -
ITRAFFIC *3, COMMUNICATION AND 1.6m i

2310.3b(1) ';HANDLING/PROCESSING [CRYPTO CENTER RECORDS ; Destroy when 30 days old. ; IN1-NU-89-1/ 2310/3/B/1

. Irecoros _tmsomrownavatswes L oo b oo b

2 s b ibian




e~ s

e —— 2 o ————— d———

TRAFFIC i3. COMMUNICATION AND rDestroy when 10 days old 16m
{2310.36(2) HANDLING/PROCESSING  {CRYPTO CENTER RECORDS for nolonger needed for ¢ N1-NU-89-1 / 2310/3/8B/2
L RECORDS . !ABOARQ_NA_\_{_A,!. SHIPS % e i;efg@qge,_yhjgﬂexe; is_ . i . 5____‘ N
H TRAFFIC 3. COMMUNICATION AND Destroy when 6 months  }6m
'333?icm o |HANDLING/PROCESSING CRYPIQ CENTER RECORDS ig}i e I ] N{_Nusillj‘:ff/ _3__/ EW_
! TRAFFIC 4. LOGS, RECORD SHEETS, ] :6m .
32310 4a HANDLING/PROCESSING  |OR REGISTERS OF . {Destroy when 60 days old. } N1-NU-89-1 / 2310/4/A
} a ) RECORDS INCOMING AND . l. . s
TRAFFIC " f4. LOGS, RECORD SHEETS, | i 6mi
{2310.4c HANDLING/PROCESSING lon REGISTERS OF I ’ %Des'troy when 60 days old. i . N1-NU-89-1 / 2310/4/C
v o . ... RECORDS _____° ‘INCOMINGAND __ S U JE DR SRR
TRAFFIC *4. LOGS, RECORD SHEETS, - 6m k
12310.4d ** IHANDLING/PROCESSING ‘OR REGISTERS OF ! 'Destroy when 30 days old. ; N1-NU-89-1/ 2310/4/D
o oo lrEcorDs _ imcomnand: {0 .l . S B ST S
{ . TRAFFIC ;4. LOGS, RECORD SHEETS, 6m
,2310 4e :HANDLING/PROCESSING  .OR REGISTERS OF ’ ;Destroy when 60 days old. , jN1-NU-89-1/ 2310/4/€
e o e o RECORDS qgﬂ-gggg*':gggg,, e T - e
TRAFFIC OR REGISTERS OF ’1 { o !
2310.4f HANDLING/PROCESSING INCOMING AND | : Destroy when 30 days old. ! * |N1-NU-89-1/ 2310/4/F
o o |ECORDS  _ _IOUTGOING MESSAGES — R |
*|TRAFFIC " 14.10GS, RECORD SHEETS, Destroy when 6 months l6m
2310.4g HANDLING/PROCESSING  {OR,REGISTERS OF , * !ol g ; IN1-NU-89-1/ 2310/4/G
: - RECORDS i . INCOMING AND . USSR PURNDS S
- ikl S Sl bt m:S.“ﬂl?OTFIER At TELIT A VAL AR 0 SO S o b ‘Sm
. lDEPARTMENT OF THE . . »
NAVY COMMUNICATIONS
$ TRAFFIC ACTIVITIES (UNITS, .
;2310.53(1) HANDLING/PROCESSING  IOFFICES, STATIONS, ETC.) Destroy when 10 days old. :N1-NU-89-1/ 2310/5/A/1
RECORDS {EXCLUDING NAVALSHIPS | . . '
<RECORDS. Visual and radio! ;
. station files, including !
s v e s wn e o soborm e 2 s e s e s fradlonhoto ﬁles. CIrCURt.  h e s o e e o e .,.,_,,,_,.;_.W_,_ e s o e e e b e a0 e o ey o
i5-ALL OTHE f '6m |
] vDEPARTMENT OF THE :
; ;NAVY COMMUNICATIONS i ’ \
i TRAFFIC ACTIVITIES {UNITS, ! ) E )
12310.5a(S) HANDLING/PROCESSING  !OFFICES, STATIONS, ETC.) Destroy when 2 days old. | iNl—NU—89-1 / 2310/5/A/5
| RECORDS EXCLUDING NAVAL SHIPS g i
i RECORDS. Visual and radio | } : !
E “station files, including ! ]
L : sradioohoto files: circuit, - . 1 e

o

. — = ]

— e



http:j2310.4g
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e ' "“{"5' ALOTHER ~—— — 71— - - r o 6m . 1
DEPARTMENT OF THE {
. 4ANAVY COMMUNICATIONS r
i TRAFFIC *ACTIVITIES UNITS, | . :
12310.5a(6) HANDLING/PROCESSING  {OFFICES, STATIONS, ETC.) IDestroy when 60 days old. N1-NU-89-1 / 2310/S/A/6
’ RECORDS +EXCLUDING NAVAL SHIPS § A :
. SRECORDS V|sua| and radio t v
}statlon flles, including ; .
R S .‘r'f‘;\lfl?r(‘)%tlfl’ges‘c"cmt' I I - g - o e e e ot i m e, o o ore
DEPARTMENT OF THE ) ¢ :
N “INAVY COMMUNICATIONS * ’
TRAFFIC ACTIVITIES (UNITS, ' . { i
2310.5a(8) HANDLUING/PROCESSING  {OFFICES, STATIONS, ETC.) iDestroy when 1 day old. IN1-NU-89-1/ 2310/5/A/8
RECORDS 'EXCLUDING NAVAL SHIPS | f
: 'RECORDS Visual and radio! . : : § H :
{ station files, including ‘ ) ; .
e e e e e T — "“{?‘Rﬁ?gom fileszelreuit._fo . - e -Lé.r_r“.._........g. i Lo
’ l |DEPARTMENT OF THE : H .
' NAVY COMMUNICATIONS ‘ ‘ ;
J  IRAFFIC ACTIVITIES {UNITS, t , ¢ ,
2310.5a(9) ‘ HANDLING/PROCESSING OFFICES, STATIONS, ETC.) Destray wheti 60 tfavs old. iN1-NU-89-1 /2310/5/A/9
i
. RECORDS EXCLUDING NAVAL SHIPS " . i ;
- RECORDS. Visual and radio ]
: station files, including . j
,}radiophoto files: circuit . {
. 3 . b
L e b e e o o o e e 2 E“R'Eg?ﬂ%ﬂ“"’"aned‘f'*“ e Tl e T R
;DEP’ARTMENT OFTHE ! } ;
NAVY COMMUNICATIONS !
TRAFFIC LACTIVITIES (UNITS, ;zf::;:’;wn'ﬁ:nﬁf:;:f ’ !
2310.5b(2) HANDUING/PROCESSING | OFFICES, STATIONS, ETC.) Htor reference. whichever is {N1-NU-89-1/ 2310/5/8/2
RECORDS " .EXCLUDING NAVAL SHIPS later. ’ i -
i : ‘ ,RECORDS. Visual and radio; :
: istation files, including - E . |
| . 1rad|onhoto_f|les cirourt.... R T NSRS S
: TRAFFIC :6 LOGS, RECORD SHEETS, : : 6m i .
12310.6a X HANDLING/PROCESSING ’OR REGISTERS OF i Destroy when 60 days old. f 'N1-NU-89-1 / 2310/6/A
S e~ im. s . .JBECORDS __ —INCOMINGAND __, , i i — I S . : - ——
: TRAFFIC ; i2. SPEED OF SERVICE OF | . Destroy when 1 month  6m
ﬁan_f_' . ANALYSIS/ENGINEERING 'TELECOMMUNICATIONS old. 1 e 1"1'NU'89 -1/2311/2/A ]
COMMUNICATIONS 1 MESSAGES pertaining to Destroy when 1 month 6m
LZ_BZiim e _lGUARD SHIFT RECORDS icommumcatlons guard I _jod R e ml‘_‘l}ﬁ‘l‘-’ff:l_/i%iw/l“_ -
AFLOAT 12. OTHER AFLOAT * Destroy when 1 month ,6m
279°f___ _— COMMUNICATIONS ___}COMMUNICATIONS; od. L e __iNl'NU 891 j 279072 o
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N1-NU-89-1/2280/3/8

S a w wo

N1-NU-89-1/2280/3/D

N1-NU-89-1 / 2280/3/ E/1

H
{Nl-NU 89- 1/ 2280/3/G

'N1-NU 89- 1/2280/3/H

N1-NU-89-1/ 2280/4/A

N1-NU-89-1/2280/4/8

N1-NU-89-1/ 2280/9

N1-NU-89-1 / 2310/6/C

N1-NU-89-1/2310/6/D

4

N1-NU-89-1/2310/6/E

N1-NU-89-1 / 2310/6/F

2000-17 Transtéqt Records: lnfo_rhlatlon relate& to (Trngger(s) B ;TEMPORARY Destroy ‘x ¢ {GRS 23.7
§ tinformation management | ‘when 6 months old. § ' P
; and telecommunications | ; )
[ - . ithat has minimalorno ; ' i
i . - -jdocumentary or evidentral | ; - { ‘
';s;).; TTTT T TICOMSEC MATERIAL. |3, LOCAL CUSTODY ISSUE T asiroy 90 days from last fem T T T T o
e eomr o —nno.|SYSTEM, GENERAL “QOCUM§@I§j@g__ R . idate listed. N R S,
2280.3d COMSEC MATERIAL 3. LOCAL CUSTODY ISSUE fDestrov 90 days from fast 16m
e, SYSTEM, GENERAL * :JDOCUMENTS (and__ *d_a_t_gﬂhs:t_g_g_ — o
- . 3. LOCAL CUSTODY iSSUE 6m :
. . Destroy 90 days fi ’
2280.3e(1) COMSEC MATERIAL DOCUME.NTS fand gall matrzrial Ii::ed ::m e
SYSTEM, GENERAL . tsuccessor editions) ' destroye " i
[T RO RTRAL T (oo oY Beve T T T T oEm T e
. { m
. lSSTEM.GENeRAL__ oocUMENTS@nd "_effif"."ff'f[‘.gidfvf St I oy
: COMSEC MATERIAL 3. LOCAL CUSTODY ISSUE {6m
[22803h  ySTEM, GENERAL DOCUMENTS (and : Destroy when 90 days old o
’i k. . 4. Destruction Records. 1" R o _)’E&T T T Ty e
COMSEC MATERIAL a. Local, used torecord |
228042 ISYSTEM, GENERAL destruction of AL 3/AL4 § Destroy when 90 days old.
o en e b e e -|material (Requlredoniyfor) Ll S S
§ . | COMSEC MATERIAL . 4. Destruction Records. % Destroy when 90 davs ‘old, xGm
2280.4b { SYSTEM, G éNERAL b. Local, used to record with submisston of
L____ —t destruction of AL 1/AL2 _, o tapplicable CMS 2-1 (or SF R
1 COMSEC MATERIAL 9. PROGRESSIVE WATCH ¢ 16
ST -.isvsrw oENERaL _ lwvewrory L0 (Peswoywhendndavsold U b
2 ‘ LTRAFFIC ) 1 GPNAV” E Destroy when microform ; B L
§2310.1§i(2) ’HANDLING/ PROCESSING {COMMUNICATIONS f copy has been verified. §P N1-NU-89-1
b o ome o —dRECORDS _ _ _ ICENTER. SRR S R U S
. TRAFFIC 6. LOGS RECORD S SHEEI'S me ‘
%2310 6¢ gHANDLING/PROCESSlNG OR REGISTERS OF | Destroy when 60 days old.
. __lRecomDS . {INCOMING AND i S S L e | ]
" TTRAFFIC 6. LOGS, RECORD SHEETS, | : i?;'m — N
2310.6d HANDLING/PROCESSING {OR REGISTERS OF i Destroy when 30 days old. .
e e s e _ _‘RECORDS . oo . JINCOMINGAND _ _' e — _g. e e R
TRAFFIC 6 LOGS 'RECORD SHEETS, , Gm
22310.6e ‘ HANDLING/PROCESSING {OR REGISTERS OF Destroy when 60 days old |
o ecoms . weowwsaw oo LCTTITTTE
12310.6f HANDLING/PROCESSING ; INCOMING AND f : Destroy when 30 days old.
L .. |RECORDS - |OUTGOING MESSAGESAT | R N N
i 11. RECORDS relating to thei Destro letion | Wnin ]
y upon completion .
22511 PROJECT MANAGEMENT ’cDep:rtme"; of thue Naw: | of project.or when no i
i , N e i P ogra;; ic equipment llonger needed. : : .
IR P AP ————m Iresources from, s s 7 et s ot s o 3 o o) bt e U S U
{92521 - ODIFICATIONS TO {1. RECORDS relatlng o f Destroy when superseded wnin
! CRYPTOGRAPHIC {software changes which _ i e, or obsolete, )

N1-NU-89-1/2252/1

N1-NU-89-1/ 2251/1

PR

RS



http:ao1F'1cATioNs-ro-'�:-ji.~f~:o~~~iat\ng.to
http:project.or
http:Department.of
http:l2280.4b

2000-18 "“i;,'."’,i , |COMSEC Material System |information relating to B, Trigger(s) - TEMPORARY: Destroy or [x LN
R - COMSEC Material System delete following COMSEC -
Destroy when wnin
11. SPECIAL requirement exptres or is
MSEC MATERIAL
2280.11 :YOSI'EM GEN ERAII\. AUTHORIZATIONS cancelled, or when special N1-NU-89-1 / 2280/11
! CORRESPONDENCE. holdings becomes a
permanent part of the
COMSEC MATERIAL 3 LOCAL CUSTODY ISSUE Destroy upon submussion ]wnin
2280.3a 1-NU-89-1 / 2280
SYSTEM, GENERAL DOCUMENTS (and of CMS 2-1A to DCMS for N / /3/A
COMSEC MATERIAL 3. LOCAL CUSTODY ISSUE Destroy upon wnin
2280.3f N1-NU-89-1 / 2280/3/F
SYSTEM, GENERAL DOCUMENTS (and appointment of / 3/
. COMSEC MATERIAL 3 LOCALCUSTODY ISSUE Destroy when accuracy of |wnin
2280.3i N1-NU-89-1 / 2280/3/1
SYSTEM, GENERAL DOCUMENTS (and new page has been / /3/
COMSEC MATERIAL 3. LOCAL CUSTODY ISSUE Destroy upon receiptof {wnin
2280.3m 1-NU-89-1 / 2280/3/M
SYSTEM, GENERAL DOCUMENTS (and venfication of next semi N / /3/
COMSEC MATERIAL 5. Local holder/user local Destroy when no longer  |wnin
2280.5 1-NU-89-1 / 2280/5
SYSTEM, GENERAL inventory report. needed. N / /
1. Routine records relating Destroy when CMS wnin
DISTRIBUTION AND
2282.1 ALSII) W, ll\JN CE to routine and emergency material is cleared from N1-NU-89-1/2282/1
distribution of COMSEC account by Director, CMS.
1. Routine records relating Destroy when CMS wnin
CCOUNTING AND
2283.1 :WE NT o}; ¥ CONTROL to the proper accounting material is cleared from N1-NU-89-1/2283/1
for all COMSEC material account by Director, CMS.
1. Routine records relating wnin
COMSEC MATERIAL Destroy when account is
2285.1 N1-NU-89-1 / 2285,
SYSTEM ISSUING OFFICES |t© the Secure stowage, closed. /228511
accounting and
2000-19 GRS 27 - Chief Iinformation relating to Trigger(s) TEMPORARY: Cutoffat  |x GRS 27
Information Officer Chief Information Officer end of calendar year.

Program Planning:

Programs and Initiatives.
Included are records that
document DON-wide IT
goals; specify milestones
to be achieved; identifying
performance measures for

the DON’s IT portfolio; or

Auls. alanls

Destroy 7 years after
cutoff.




T-Tnformation Technology 7
(IT) Program Planning
Records. DON CIO Records
relating to the Cutoff annually.
T
DON CHIEF INFORMATION development of DON [ Destroy/delete when 7
2600.1 programs. Included are years old or when no GRS 27.1
OFFICER (C10) RECORDS .
records that document longer needed, whichever
DON-wide IT goals; specify is later.
milestones to be achieved;
identifying performance
easures for the DON's |T.
2. Enterprise Architecture Cutoff when superseded |7
Records. Records by a new iteration of the
DON CHIEF INFORMATION
2600.2 OgFICE':(l (('::IO)FROECORDIS identifying the IT systems enterprise architecture GRS 27.2
and networks required to Destroy/delete when 7
perform the DON's years old or when no
3 [T Capital Investment 7
Cutoff annually.
Records. Records Destroy/delete when 7
2600.3 DON CHIEF INFORMATION Jdocumenting the ears 0‘: d or when no GRS 27.3
) OFFICER (CIO) RECORDS [integration of IT v . '
. N longer needed, whichever
investments with DON- )
. is later.
wide strategic planning,
26004 DON i INFORMATION 0. =8 S0CLER e Destoptaoetantens | ars 274
- OFFICER (CIO) RECORDS | -omPhance S v ©
Records documenting years old.
5. CiIO Committee 7
Records. Records
maintained by Cutoff annually.
DON CHIEF INFORMATION
2600.5 e Dx lete wh RS 27.
OFFICER (CIO) RECORDS committees, boards, task estroy/delete when 5 GRS 27.5t
forces, conferences, or years old.
other IT advisory,
verni r polj
6 CIO Subject and Office Cutoff annually 7
DON CHIEF INFORMATION |Records. Records not :
2600. D lete wh K
6 OFFICER (CIO) RECORDS  |otherwise identified in this :::srz’;gde ete when 5 GRS 27.6
paragraph that include hd
7. Schedules of Daily 7
Actwities. Calendars, Cutoff annually.
2600.7 DON CHIEF INFORMATION fappointment books, Destroy/delete when not GRS 27.7
) OFFICER (CIO) RECORDS  {schedules, logs, diaries, less than 2 years but not :
and other records more than 5 years old.
documenting meetings,
2000-20 GRS 24.10 - Information |Information relating to IT {Trigger(s) TEMPORARY: Cutoffat  x GRS 24.10
Technology Customer customer service, end of end of calendar
" {Service: Includes, but not limited year, Destroy 1 year after
to providing help desk cutoff.

farmation to customers,



http:GRS24.10

INI;?{%MA;I&N :([J IT Customer Service Destroy/delete 1 year 3
TE oL iles. .
2620.10a OPERATIONS AND a. Records related to after record is superseded GRS 24.10a
MANAGEMENT RECORDS |providing help desk or obsolete.
INFORMATION 10. IT Customer Service Destroy/delete when 1 3
TECHNOLOGY Files. year old or when no
2620.10b OPERATIONS AND b. Help desk logs and longer needed for review GRS 24.10b
MANAGEMENT RECORDS |reports and other files and analysis, whichever is
2000-21 GRS 20.9- Finding Alds . [Electronicindexes, lists,  [Trigger(s) TEMPORARY: Destroy 3t GRS 20.9
(or indexas}: registers, and other . with related records or
’ finding alds used only to
provide access to records. detarmines that they are
authorized for destruction no longer needed for
B [ ARA-
10. Finding Aids ior _ | Delete with related
. Indexes). Electronic records or when the
2610.10 ELECTRONIC RECORDS indexes, lists, registers, activity determines that  jwnin GRS 20.9

and other finding aids

used only to provide

they are no longer needed
for administrative, legal,




2000-22

GRS 3.1 010 - Information
Technology Development
Project Records,
Infrastructure Project
Records:

information Technology
(IT) infrastructure,
systems, and services
project records document
the basic systems and
services used to supply the
agency and its staff with
access to computers and
data telecommunications.
Includes requirements for
and implementation of
functions such as-

* maintaining network
servers, desktop
computers, and other
hardware,

« installing and upgrading
network operating
systems and shared
applications, and

* providing data
telecommunications; and
infrastructure
development and
maintenance such as

tancalauth

Tnigger(s)

TEMPORARY: Destroy 5
years after project is
terminated, but longer
retention is authorized if
required for business use.

DAA-GRS-2013-0005-0006

2610 1a

ELECTRONIC RECORDS

1. Files/Records Relatin

to the Creation, Use, and
Maintenance of Computer
Systems, Applications, or
Electronic Records.

Delete/destroy when the
activity determines that
they are no longer needed
for admunistrative, legal,
audit, or other operational

wnlin

GRS 20 1a

2620.11a

INFORMATION
TECHNOLOGY
OPERATIONS AND
MANAGEMENT RECORDS

TI T Infrastructure
Design and
Implementation Files.
Records of individual
projects designed to
provide and support new
DON IT infrastructure (see
“Note”), systems, and
services. includes records
documenting (1}

Destroy/delete 1 year
after final dectsion is
made.

GRS 24.11a




11. IT Intrastructure
Design and
Implementation Files.

INFORMATION Records of individual
TECHNOLOGY projects designed to Destroy/delete 5 years
2620.11b OPERATIONS AND provide and support new after project is terminated. GRS 24.11b

MANAGEMENT RECORDS |DON IT infrastructure (see
“Note”), systems, and
services. Includes records
documenting {1}
11. IT Infrastructure Destroy/delete 3 years
Design and after final decision on
Implementation Files. acceptance is made.
Records of individual NOTE: IT infrastructure
projects designed to means the basic systems
provide and support new and services used to
DON IT infrastructure (see supply the activity and its
“Note”), systems, and staff with access to
services. Includes records computers and data
documenting (1) telecommunications
requirements for and Components include

INFORMATION imple.mentation of hardware such as printers,

TECHNOLOGY functions such as desk and laptop

2620.11c maintaining network computers, network and GRS 24.11c

OPERATIONS AND

MANAGEMENT RECORDS servers, desktop web servers, routers,
computers, and other hubs, and network
hardware, installing and cabling, as well as
upgrading network software such as operating
operating systems and systems (e.g., Microsoft
shared applications, and Windows and Novell
providing data NetWare) and shared
telecommunications; (2) applications {e.g.,
infrastructure electronic mail, word

development and
maintenance such as
acceptance/accreditation
of infrastructure

processing, and database
programs). The services
necessary to design,

implement, test, validate,




2000-23 GRS 3.1 011 - Information |These records relate to the|Trigger(s) TEMPORARY: Destroy5  |x DAA-GRS-2013-0005-0007
Technology Development {development of years after project is
Project Records, System |information technology terminated, but longer
Development Records:  |(IT) systems and software retention is authorized if
applications through their required for business use.
init:al stages up unti! hand-
off to production which
includes planning,
requirements analysis,
design, verification and
testing, procurement, and
installation Records
include case files
containing documentation
of planning, decision
making, designing,
programming, testing,
evaluation, and problem
solving. Includes records
such as*
 project plans
» feasibility studies
* cost analyses
* requirements
documents
* compliance documents
including:
o Privacy Threshold
Anasl inTACY
1. Files/Records Relating Delete/destroy when the {wnin
to the Creation, Use, and activity determines that
2610 1a ELECTRONIC RECORDS Maintenance of Computer they are no longer needed GRS 20 1a
Systems, Applications, or for administrative, legal,
Electronic Records. audit, or other operational
1. GOTS In-House Created Destroy or delete 25 years
SOFTWARE ) .
3149.1a DEVELOPMENT Applications. Includes after related softwareis [30 N1i-NU-07-7 /14
government sponsored superseded or obsolete.
1. GOTS In-House Created Destroy or delete 25 years
SOFTWARE - €
3149.1b DEVELOPMENT Applications. Includes after related softwareis |30 N1-NU-07-7 / 15
government sponsored superseded or obsolete.
1. GOTS In-House Created Destroy or delete 25 years
SOFTWARE .
3149.1c Applications. Includes after related softwareis |30 N1-NU-07-7 /16
DEVELOPMENT
government sponsored superseded or obsolete.
SOFTWARE 1. GOTS.In-House Created Destroy or delete 25 years
3149.1d DEVELOPMENT Applications Includes after related softwarei1s |30 N1-NU-07-7 / 17

government sponsored

superseded or obsolete




SOFTWARE 1. GOTS In-House Created Destroy or delete 25 years
3149.1e Applications. Includes after related softwareis |30 N1-NU-07-7 /18
DEVELOPMENT
overnment sponsored superseded or obsolete.
SOFTWARE 1. GOTS In-House Created Destroy or delete 25 years
3149.1f DEVELOPMENT Applications. Includes after related softwareis |30 N1-NU-07-7 /19
government sponsored superseded or obsolete.
SOFTWARE 1. GOTS In-House Created Destroy or delete 25 years
3149.1g Applications. Includes after related softwareis |30 N1-NU-07-7 /20
DEVELOPMENT
government sponsored superseded or obsolete,
SOFTWARE 2. GOTS In-House Created Destroy or delete 25 years
3149.2a Software Documentation. after related softwareis |30 GRS 20.11a(1)
DEVELOPMENT )
Includes documentation superseded or obsolete.
SOFTWARE 2. GOTS In-House Created Destroy or delete 25 years
3149.2b Software Documentation. after related softwareis |30 GRS 20.11a(1)
DEVELOPMENT .
Includes documentation superseded or obsolete.
2000-24 |6RS 3.1°012 - Information {Compauter software Trigger(s) - [TEMPORARY: Destroy  |x |pAA-GRS-2013-0005-008]
Technology Development | programs or applications when related master file '
Project Records, Special [that are developed by the or database has been .
Purpose Computer agency or under its destroyed, but longer
[Programs and direction sofely to use or retention is autharized if
n Applicatjons: maintain a master file or . Lréqulred for business use. P .
' database authorized for ’ v
disposal in 2 GRS item ora )
NARA-approved records
schedule, '
N + |Exclusion 1; This.tefn does . -
nof include software or )
applications necessary to
11. Special Purpose wnin
Programs. Application Delete when related
2610.11 ELECTRONIC RECORDS software necessary solely master file or database GRS 20.10
to use or maintain a has been deleted.
master file or database




2000-25

GRS 3.1 020 - Information
Technology Operations
and Maintenance
Records:

Information Technology
Operations and
Maintenance records
relate to the activities
associated with the
operations and
maintenance of the basic
systems and services used
to supply the agency and
its staff with access to
computers and data
telecommunications.
Includes the activities
associated with IT
equipment, T systems,
and imrage media, IT
system performance
testing, asset and
configuration
management, change
mz::nagen_\ent, and

‘Imaintenance on network

infrastructure. Includes
records such as:

« files identifying IT
facilities and sites
« files concerning
implementation of IT
facility and site
management
. gquipment support
services provided to’
specific sites:
oreviews o site visit
reports o trouble reports
0 equipment service
histories o reports of

Trigger(s)

TEMPORARY: Destroy 3
years after agreement,
control measures,
procedures, project,

. |activity, or transactionis .

absolete, completed,
terminated or
supgrseded, but longer
retentlon Is authorized if
required for business use.

DAA-GRS-2013-0005-0004

2620.2

INFORMATION
TECHNOLOGY
OPERATIONS AND
MANAGEMENT RECORDS

2. IT Facility, Site
Management, and
Equipment Support
Services Records. Records
maintained by offices

responsible for the control

Destroy/delete when 3
years old, or when
superseded or obsolete,
whichever is longer.

GRS 24.2




INFORMATION 3. IT Asset and Destroy/delete 1 year
2620.3a TECHNOLOGY Configuration after completion of the 3 GRS 24.3a
OPERATIONS AND Management Files. next inventory.
3. IT Asset and Destroy/delete when 3
Configuration years old or 1 year after
INFORMATION Management Files termination of system,
TECHNOLOGY b. Records created and whichever is sooner.
2620.35(2) OPERATIONS AND retained for asset NOTE: If any maintenance GRS 24.3(2)
MANAGEMENT RECORDS |{management, activities have a major
performance and capacity impact on a system or lead
management, svstem to a significant chapnge
INFORMATION 8. IT Operations Records Destroy/delete when 1
2620.83 TECHNOLOGY a. Workload schedules, year old. 3 GRS 24.82
INFORMATION 8. IT Operations Records. Destroy/delete 1 year
2620.8b TECHNOLOGY b. Problem reports and after problem is resolved GRS 24.8b
OPERATIONS AND related decision
INFORMATION 8. IT Operations Records.
TECHNOLOGY c. Reports on operations, Destroy/delete when 3
2620.8¢ OPERATIONS AND including measures of years old. 3 GRS 24.8¢
MANAGEMENT RECORDS {benchmarks, performance
9. Financing of IT
INFORMATION Resources and Services. Destroy/delete 3 years
2620.9a TECHNOLOGY NOTE: Copies of records after agreement is 3 GRS 24.9a
OPERATIONS AND needed to support superseded or terminated.
MANAGEMENT RECORDS |contracts should be in
procurement files, which
9. Financing of IT
INFORMATION Resources and Services. Destroy/delete 3 years
TECHNOLOGY NOTE: Copies of records after control measures or
2620.90 OPERATIONS AND needed to support procedures are GRS 24.9b
MANAGEMENT RECORDS |contracts should be in superseded or terminated.
rocurement files, which
9. Financing of IT
INFORMATION Resources and Services. Destroy/delete records
TECHNOLOGY NOTE: Copies of records with no outstanding
2620.9¢ OPERATIONS AND needed to support payment issues when 3 3 GRS 24.9¢
MANAGEMENT RECORDS {contracts should be in years old.
procurement files, which
1. NCIS Internal/External
Web Sites.
a. Web Content is Delete when superseded,
published on the web sites obsolete, or no longer
INTERNAL/EXTERNAL WEB |in a variety of formats needed for the conduct of
2630.1a(1) SITE RECORDS including htmi-encoded agency business, but not win N2-NU-03-7/1
markup language pages, longer than the retention
code, graphic (e.g., PDFs), of the record copy.

textual (e.g., word
processing, temolates)




1. NCIS Internal/External
Web Sites.
a. Web Content is

Delete when 2 years old or
when superseded,

INTERNAL/EXTERNAL WEB | published on the web sites obsolete, or no longer
.1a(2 N1-NU-09-7 /2
2630.13(2) SITE RECORDS in a variety of formats needed for the conduct of 97/
including html-encoded agency business,
markup language pages, whichever is longer.
OWPDFS‘
1. NCIS Internal/External
Web Sites.
a. Web Content is
INTERNAL/EXTERNAL WEB | published on the web sites
2630.1a(3 Del hen 3 id. |3 N1-NU-09-7/3
@) SITE RECORDS in a variety of formats elete when 3 years o 97/
including html-encoded
markup language pages,
code, graphic (e,g.. PDFs)
1. NCIS Internal/External Destroy when 3 years old
Web Sites. or when superseded,
INTERNA| RNAL B
2630.1b(2) TERNAL/EXTE WE b. Web Management and obsolete, or when no 3 N1-NU-09-7 /5
SITE RECORDS .
Operations Records. longer needed for
(2) System reference or law-
1. NCIS Internal/External
Web Sites.
ERNAI NAL
2630.1b(3) INT L/EXTERNAL WEB b. Web Management and Delete when 2 yearsold. |3 N1i-NU-09-7/6
SITE RECORDS .
Operations Records.
(3) Site Traffic Reports.
1. NCIS Internal/External
INTERNAL/EXTERNAL WEB |Web Sites. Delete 2 years after
630.1b(8 N1-NU-09-7 /11
2 (8) SITE RECORDS b. Web Management and products are replaced. 97/
Operations Records.
1 NCIS Internal/External Destroy when superseded,
INTERNAL/EXTERNAL WEB |Web Sites. obsolete, or when no
.1b(1 i Ni-NU-09-7 /4
2630.16(1) SITE RECORDS b. Web Management and longer needed for woin 97/
Operations Records. reference purposes,
1. NCIS Internal/External
INTERNAL/EXTERNAL WEB |Web Sites.
2630.1b(4 Del hen s ded | N1-NU-09-7 /7
6 @ SITE RECORDS b. Web Management and elete w uperse whin /
Operations Records.
1. NCIS Internal/External Delete when no longer
INTERNAL/EXTERNAL WEB {Web Sites.
.1b(5 required f i | Ni-NU-09-
2630.16(5) SITE RECORDS b. Web Management and quirec for review wain 1-NU-09-7/8

Operations Records.

purposes




1. NCiS Internal/External
Web Sites.
b. Web Management and

Delete when no longer

INTERN XTERNAL WEB
2630.1b{6) AL/E NA Operations Records. required for review whnin N1-NU-09-7 /9
SITE RECORDS
(6) Traffic Logs. purposes.
Information about the use
of the website by visitors
1. NCIS Internal/External
Web Sites Destroy when no longer
INTERNAL/EXTERNAL WEB {b. Web Management and
2630.1b(7 d i ~-NU-09-
7 SITE RECORDS Operations Records ri‘:”::e:m review wnin N1-NU-09-7/10
(7) Server Configuration, purp
Change Management, and
1. NCIS Internal/External Delete when no longer
INTERNAL/EXTERNAL WEB {Web Sites.
2630 1b(9 ~-NU-09~
©) SITE RECORDS b. Web Management and re?”":::sf” review wnin N1-NU-09-7/12
Operations Records puUrposes.
INTERNAL/EXTERNAL WEB |(10) Templates Templates Delete at time the
2630 1b{10 wnl N1-NU-09-7 /1
(10) SITE RECORDS are captured on creation template is superseded or min 7/13
INTERNAL/EXTERNAL WEB [1. OPLANS (AFLOAT COM Destroy when 2 years old
2700.1 3 N1-NU-89-1/ 2700
SITE RECORDS OPS) RECORDS. Records or when superseded, / /1
2000-26 GRS 3.1030- Records created and Trigger(s) TEMPORARY: Destroy 5  |x DAA-GRS-2013-0005-0005
Configuration and Change [retained for asset years after system is
Management Records: management, superseded by a new

performance and capacity
management, system
management,
configuration and change
management, and
planning, follow-up, and
impact assessment of
operational networks and
systems. Includes records
such as:

» data and detailed
reports on
implementation of
systems, applications and
modifications

» application sizing,
resource and demand

management records

iteration, oris
terminated, defunded, or
no longer needed for
agency/IT administrative
purposes, but longer
retention is authorized if
required for business use.




2620.3b(1)

INFORMATION
TECHNOLOGY
OPERATIONS AND
MANAGEMENT RECORDS

3. [T Asset and
Configuration
Management Files

b. Records created and
retained for asset
management,
performance and capacity

Destroy/delete 1 year
after termination of
system.

GRS 24.3b(1)

management, svstem

2000-27

GRS 3.1 040 - Information
Technology Oversight and
Compliance Records:

Information Technology
{IT) Oversight and
Compliance records relate
to compliance with IT
policies, directives, and
plans Records are
typically found in offices
with agency-wide or
bureau-wide responsibility
for managing IT
operations. Includes
records such as.

 recurring and special
reports

« responses to findings
and recommendations

» reports of follow-up
activities

« statistical performance
data

* metrics

* inventory of web actwity
« web use statistics

« comments/feedback
from web site or
application users

« internal and external
reporting for compliance
requirements relating to

Trigger(s)

TEMPORARY: Destroy 5
years after the project /
activity / transaction is
completed or superseded,
but longer retention is
authorized if required for
business use.

DAA-GRS-2013-0005-0010

2620.1a

INFORMATION
TECHNOLOGY
OPERATIONS AND
MANAGEMENT RECORDS

1'. O;ersight.and
Compliance Files. Records
In offices with DON-wide
or command-wide

responsibility for

Destroy/delete when 5
years old or 1 year after
responsible office
determines that there are

no unresolved issues,

GRS 24.1a




2620.1b

INFORMATION
TECHNOLOGY
OPERATIONS AND
MANAGEMENT RECORDS

1. Oversight and
Compliance Files. Records
In offices with DON-wide
or command-wide
responsibility for
managtng IT operations
relating to compliance

Destroy/delete when 3
years old or 1 year after
responsible office
determines that there are
no unresolved issues,
whichever s longer.
NOTE: See subparagraph
3b. below, for

GRS 24.1b

2000-28

GRS 3.1 050 - Data
Administration Records,
Documentation
Necessary for
Preservation of
Permanent Electronic
Records:

Data Administration
includes maintenance of
data standards, corporate
data models, registries,
and data definitions and
dictionaries. Records
relate to administrative
support for the
maintenance of data
standards, data definitions
and data dictionaries. This
schedule includes records
that explain the meaning,
purpose, logical
relationships, and use and
origin of data. it afso
includes any
documentation related to
electronic records,
whether the records are
part of an electronic
system or stand-alone,
that allows a user to
understand or access the
information

PERMANENT: Transfer to
the National Archives with
the permanent electronic
records to which the
documentation relates.

DAA-GRS-2013-0005-0002

2610.12a(2)

ELECTRONIC RECORDS

12. Documentation.

a. Data systems
specifications, file
specifications, codebooks,
record layouts, user
guides, output

PERMANENT Transfer to
the National Archives with
the permanent electronic
records to which the

documentation refates

GRS 20.11a(2)




2000-29

GRS 3.1 051 - Data
Administration Records,
All Documentation for
Temporary Electronic
Records and
Documentation not
Necessary for
Preservation of
Permanent Records:

Data Administration
includes maintenance of
data standards, corporate
data models, registries,
and data definitions and
dictionaries. Records
relate to administrative
support for the
maintenance of data
standards, data definitions
and data dictionaries. This
schedule includes records
that explain the meaning,
purpose, logical
relationships, and use and
origin of data. It also
includes any
documentation related to
electronic records,
whether the records are
part of an electronic
system or stand-alone,
that allows a user to
understand or access the
information.

Data‘administration
records and
documentation refating to
electronic records that are

Trigger(s)

TEMPORARY: Destroy 5  |x
years after the praject /
activity / transactlon is
completed or superseded,
or the associated system
is terminated, or data is
migrated to a successor
system, but longer
retentlon Is authorized if
required for business use.

DAA-GRS-2013-0005-0003

2610.12a(1)

ELECTRONIC RECORDS

12‘. Dt:éur;men‘ﬁtion.

a. Data systems
specifications, file
specifications, codebooks,
record layouts, user

uides, output

Destroy or delete upon  |wnin
authorized deletion of the
related electronic records
or upon the destruction of
the output of the system if

the output is needed to

GRS 20.11a(1)




2000-30 GRS 3.2 010 - Systems These are records related |Trigger(s) TEMPORARY: Destroy 1  ix DAA-GRS-2013-0006-0001
and Data Security to maintaining the security year after system is
Records: of information technology superseded by a new
(IT) systems and data. iteration or when no
Records outline official longer needed for
procedures for securing agency/IT administrative
and maintaining IT purposes to ensure a
infrastructure and relate continuity of security
to the specific systems for controls throughout the
which they were written. life of the system.
This series also includes
analysis of security
policies, processes, and
guidelines, as well as
system nsk management
and vulnerability analyses.
Includes records such as:
2620.5a INFORMATION 5. F.iles .Rt'alated to Destroy/dele.te 1year 3 GRS 24.52
TECHNOLOGY Maintaining the Security after system is
INFORMATION S. Files Related to Destroy/delete 1 year 3
2620.5b TECHNOLOGY Maintaining the Security after system is GRS 24.5b
OPERATIONS AND of Systems and Data.
MANAGEMENT RECORDS _|b. Documents identifying superseded.
2000-31 GRS 3.2 020 - Computer |A computer incident Trigger(s) TEMPORARY: Destroy3 {x DAA-GRS-2013-0006-0002
Security incident within the Federal year(s) after all necessary
Handling, Reporting and }Government as defined by follow-up actions have
Follow-up Records: NIST Special Publication been compieted, but
800-61, Computer Security longer retention is
Incident Handling Guide, authorized if required for
Revision 2, (August 2012) business use.
is a violation or imminent
threat of violation of
computer security policies,
acceptable use policies, or
standard computer
security practices. This
item covers records
relating to attempted or
actual system security
INFORMATION 7. Computer Security Destroy/delete 3 years 3
2620.7 TECHNOLOGY Incident Handling, after all necessary follow- GRS 24.7
OPERATIONS AND Reporting, and Follow-up up actions have been




2000-32 GRS 3.2 030 - System These records are created |Trigger(s) TEMPORARY: Destroy % DAA-GRS-2013-0006-0003
Access Records, Systems |as part of the user when business use
not Requiring Special identification and ceases.
Accountability for Access: Jauthorization process to
gain access to systems.
Records are used to
monitor tnappropriate
systems access by users.
includes records such as:
o user profiles
o log-in files
 password files
s gudit trail files and
extracts
o system usage files
» cost-back files used to
1. Files/Records Relating Delete/destroy when the |wnln
to the Creation, Use, and activity determines they
2610.1¢c ELECTRONIC RECORDS Maintenance of Computer are no longer needed for GRS 20.1c
Systems, Applications, or administrative, legal,
Electronic Records. audit, or other operational
2000-33 GRS 3.2 031 - System These records are created {Trigger(s) TEMPORARY: Destroy 6  |x DAA-GRS-2013-0006-0004
Access Records, Systems |}as part of the user years after password is
Requiring Special identification and altered or user account is
Accountability for Access: jauthonzation process to terminated, but longer
gain access to systems. retention is authorized if
Records are used to required for business use.
monitor inappropriate
systems access by users.
Includes records such as:
o user profiles
o log-in files
» password files
o audit trail files and
extracts
o system usage files
6. User Identification, Destroy/delete inactive 7
INFORMATION Profiles, Authorizations, file 6 years after user
2620.6a TECHNOLOGY and Password Files, account is-termlnated or GRS 24.63
OPERATIONS AND EXCLUDING records password is altered, or
MANAGEMENT RECORDS |relating to electronic when no longer needed

signature.

for investigative or




2050-34 GRS 3.2040 - System  |Backup files maintatned | Trigger{s) 'TEMPORARY: Destroy - [x —FDAA-"GARS-'ZOB_-OMS-OGOS
Backups and Tape Ubrary {for potential system - when superseded bya g
Records, Incremental  |restoration in the event of full backup, or when no
INFORMATION 4. System Backups and !1) Delete/destroy wnin
TECHNOLOGY Tape Library Records. incremental backup tapes
2620.4a(1) - a. Backup tapes when superseded by a full GRS 24.4a(1)
OPERATIONS AND maintained for potential backup, or when no longer
MANAGEMENT RECORDS tnec for potentia ackup, or when no long
system restoration in the needed for system
1. NCIS Internal/External Delete incremental backuplwnin
INTERNAL/EXTERNAL WEB Web Sites. media when superseded
2630.1b(11)(a) b. Web Management and by a full backup, or when GRS 24.4a(1)
SITE RECORDS
Operations Records. no longer needed for
{11) Backup of Files. stem restoration,
2000-35  |GRS3.2041-System  [Backup files maintained  [Trigger(s) TEMPORARY: Destroy * |x " IDAA-GRS-2013-0306-0005
: * {Backups and Tape Ubrary |for potential system - |when second subsequent § - :
Recards, Fufl Backup Fifes:{restoration in the event of backup Is verified as
a system fallure or other successful or when no
1 i I
4. System Bac&ups and (2) Delete/destroy full wnin
INFORMATION Tape Library Records. backup tapes when
TECHNOLOGY a. Backup tapes second subsequent
2620.4a(2) maintained for potential backup is verified as GRS 24.4a(2)
OPERATIONS AND t estoration in th successful or when n
MANAGEMENT RECORDS |Y* o festoration in the cce en no
event of a system failure longer needed for system
or other unintentional | restoration, whicheveris
1. NCIS Internal/External Delete full backup media |wnin
Web Sites. when second subsequent
INTER L
2630.1b(11){b} NAL/EXTERNAL WEB b. Web Management and backup is verified as GRS 24.423(2)
SITE RECORDS _
Operations Records. successful or when no
{11) Backup of Files. longer needed for system
2000-36 GRS 3.2 050 - Backups of |Electroniccopy, - Trigger(s) TEMPORARY: Destroy |DAA-GRS-2013-G006-0007
Master Files and considered by the agency Immedlately after the . .
Databases, Permanent  [to be-a Federal record, of identical records have
Master Files: the master copy of an been captured in a
electronic record or file subsequent backup file or u
- - . |and retained in case the at any time after the
“|master fle or database is transferréquest has been
o A e Inosdl 2h 1o bz sho Matinnal
9. Backups of Files. Delete when the identical fwnin
Electronic copy, records have been
considered by the activity captured in a subsequent
610.9 X
2610.9a ELECTRONIC RECORDS to be a Federal record, of backup file or when the GRS 20.8a
the master copy of an identical records have
electronic record or file been transferred to the




1. NCIS Internal/External Delete when the identical |wnin
Web Sites. records have been
INTERNAL/EXTERNAL WEB th. Web Management and captured in a subsequent
2630.1 .
b(12)(a) SITE RECORDS Operations Records. backup or when the GRS 20.8a
(12) Backups of Files. Jidentiwl records have
Electronic copy of th been transferred to the
2000-37 GRS 3.2 051 - Backups of |Electronic copy, 4{Trigger(s) TEMPORARY: Destroy  |x DAA-GRS-2013-0006-0008|
Master Fliles and considered by the agency immediately after the
Databases, Temporary  fto be a Federal record, of Identical racords have
p Master Files: the master copy of an been deleted or replaced
electronic record or flle by a subsequent backup
the filo_hut Ianser ratention
9. Backups of Files. Delete when the identical {wnin
Electronic copy, records have been
2610.9b ELECTR! El A
CTRONIC RECORDS considered by the activity deleted, or when replaced GRS 20.8b
to be a Federal record, of by a subsequent backup
1. NCIS Internal/External Delete when the identical |wnin
Web Sites. records have been
INTERN. E
2630.1b(12)(b) SITE : Eé;ix: RNAL WEB b. Web Management and deleted, or when replaced GRS 20.8b
) Operations Records. by a subsequent backup
(12} Backups of Files. file.



http:GRS20.8b

2000-38

GRS 3.2 060 - PKI
Administrative Records,
FBCA CAs:

Records are PXI[-unique
administrative records
that establish or support
authentication by tying
the user to a valid
electronic credential and
other admunistrative non-
PKI records that are
retained to attest to the
reliability of the PKI
transaction process.
Included are policies and
procedures planning
records; stand-up
configuration and
validation records,
operation records; audit
and monitor records; and
termination,
consolidation, or
reorganizing records.

Policies and procedures
planning records relate to
defining and establishing
PKI systems. Records
relate to such activities as
determining that a PXI
should be established;
creating project
implementation plans;
creating the certificate
policy (CP), certification

practice statement (CPS),

Trigger(s)

TEMPORARY: Destroy
when 7 years 6 months,
10 years 6 months, or 20
years 6 months old, based
on the maximum level of
operation of the CA, or
when no longer needed
for business, whichever Is
later.

N1-GRS-07-3, item 13al




2000-39

GRS 3.2 061 - PKI
Administrative Records,
Other {non-FBCA et. Al.)
CAs:

Records are PKI-unique
administrative records
that establish or support
authentication by tying
the user to a valid
electronic credential and
other administrative non-
PKI records that are
retained to attest to the
reliability of the PKI
transaction process.
included are policies and
procedures planning
records; stand-up
configuration and
validation records;
operation records; audit
and monitor records; and
termination,
consolidation, or
reorganizing records.

Policies and procedures
planning records relate to
defining and establishing
PKI systems. Records
relate to such activities as
determining that a PKI
should be established;
creating project
implementation plans;
creating the certificate
policy (CP), certification

practice statement (CPS),

Trigger(s)

TEMPORARY: Destroy
when 7 years 6 months to
20 years 6 months old,
based on the maximum
level of operation of the
CA, or when no longer
needed for business,
whichever is later.

N1-GRS-07-3, item 1322




2000-40 GRS 3.2 062 - PKI Records relate to Trigger(s) TEMPORARY: Destroy X N1-GRS-07-3, item 13b
Transaction-Specific transaction-specific when 7 years 6 months to
Records: records that are generated 20 years 6 months old,
for each transaction using based on the maximum
PKi digital signature fevel of operation of the
technology. Records are appropriate CA and after
embedded or referenced the information record
within the transaction the PKl is designed to
stream and may be protect and/or access is
appended to the destroyed according to an
transaction content or authorized schedule, or in
information record. Along the case of permanent
with PKI admunistrative records, when the record
and other administrative is transferred to NARA
records, transaction- legal custody. Longer
specific records are part of retention is authorized if
the PKI trust the agency determines
documentation set that that transaction-specific
establish or support the PKI records are needed
2000-41 GRS 4.3 010 < Hardcopy or|The GRS only covers TEMPORARY: Destroy X - DAA-GRS-2013-0001-0001
Analog Input/Source hardcopy or analog ) immediately after . B
Records: ’ records incorporated into verification of successful N
an electronic system in conversion, but fonger .
their entirety or converted retention is authorized if .
. to an electronic format in required for business use.
S their entirety, The types of :
o input records that may be” '
‘ included are’
» hard copy forms used ior
data input - .
) i » hard copy documents ~
ZM_US.'YMRWJMS. Destroy after the wnin
a Hard copy (non- information has been
electronic) documents converted to an electronic
used to create, update, or medium and verified,
2610.2a(4) ELECTRONIC RECORDS modify electronic records when no longer needed GRS 20.2a(4)

when the electronic
records are retained to
meet recordkeeping
requirements and are

A-

for legal or audit purposes
or to support the
reconstruction of, or serve
as a backup to, the

or 60




2020-42 GRS 4.3 020 - Electronjc  |Electronic records used to {Trigger(s) TEMPORARY: Destroy  {x DAA-GRS-2013-0001:0004|
Input/Source Records:  |create, update, ‘or madify immediately after data
records in an electropic have been entered or
recordkeeping system, otherwise Incorporated
jincuding: ) into the master file or -
database and verified,
< electronic fifes that but longer retentlon is
duplicate information authorities if required for
from a source electronic business use.
system for inputinto
anather electronic systerh
o electronic records
received from anather
tagency and used as input/
source records by the
receiving agericy {see
exclusions}
o computer files or recards|
containing uncalibrated
land unvatidated digital or
a anafog data collected
during ebsefvation or . § s et .
1. Files/Records Relating Delete after information
. [to the Creation, Use, and has been transferred to
2610.1b ELECTRONIC RECORDS Maintenance of Computer the master file and whnin GRS 20.1b
Systems, Applications, or venfied.
2. InpuﬂSource Records. Delete when data have
a. Hard copy (non- been entered into the
electronic) documents master file or database
2610.2b ELECTRONIC RECORDS used'to create, t:ipdate, or and verified, or when no wnin GRS 20.2b
modify electronic records longer required to support
when the electronic reconstruction of, or serve
records are retained to as backup to, the master
:' :::I our(c:o ecoras. Delete when data have
- mar thPY N been entered into the
electronic) documents
master file or database
used to create, update, or )
- modify electronic records and verified, or when o
2610.2¢ ELECTRONIC RECORDS . longer needed to support |wnin GRS 20.2¢
when the electronic |
- . reconstruction of, or serve
records are retained to
meet recordkeepin as backup to, the master
rec png file or database,

requirements and are

whichever is later.




2610.2d

ELECTRONIC RECORDS

2. Input/Source Records.
a. Hard copy (non-
electronic) documents
used to create, update, or
modify electronic records
when the electronic
records are retained to
meet recordkeeping

Delete after the necessary
data have been
incorporated into a master:
file.

wnin

GRS 20.2d

2610.13c

ELECTRONIC RECORDS

;.3. Downloaded and
Copied Data. Derived data
and data files that are
copied, extracted, merged,
and/or calculated from

other data generated

fother extracted data.

Delete from the receiving
system or device when no
longer needed for
progcessing.

NOTE: See SSIC 2610, 5 for

wnin

GRS 20.12¢

2000-43 .

GRS 4.3 030 - Output
Records, Ad Hoc Reports:

bt .

|Output récords are -
records defived directly
from the system master
record. Examples include
Jsvystem generated reports

* |(in hardcopy or-glectronic §
format), online displays or |

summary statlstical
information, or any
combination of theabove,
By contrast, reports
created usipg system
information but not
created directly from the
system Itself are not
system output records, for

- jesample an annual report

that agency staff prepares
based on reviewing
information in the system.

Exclusion 1: Query resufts

lor eleétronic reports

created for 3 specific

" |bustness need such as an,

established reporting
requirement or a response

-Jto a formial request from a o

| RPN e N

TEMPORARY: Destroy
when busliness use
ceases.

DAA-GRS-




2610.13a

ELECTRONIC RECORDS

13. Downloaded and
Copied Data. Derived data
and data files that are
copied, extracted, merged,
and/or calculated from

Delete when the activity
determines that they are
no longer needed for
administrative, legal,
audit, or other operational

2610.13b

ELECTRONIC RECORDS

13. Downloaded and
Copied Data. Derived data
and data files that are
copied, extracted, merged,
and/or calculated from

Delete when the activity
determines that they are
no longer needed for
administrative, legal,

audit, or other operational
DEST?OVWHEH‘H\%T&_TM

2610.17

ELECTRONIC RECORDS

17. Hardcopy Printouts
Created to Meet Ad Hoc
Business Needs. Printouts
derived from electronic
records created on an ad
hoc basis for reference
purposes or to meet day-
to-day business needs.

determines that they are
no longer needed for
administrative, legal,
audtt, or other operational
purposes, provided the
printouts do not contain
substantive information,
such as substantive
annotations, that is not
included in the electronic
records. (Prnintouts that
contain substantive

infarmation shanld ho

wnin GRS 20.12a
wnin GRS 20.12b
wnin GRS 20.16




2000-24

GRS 4.3 031 - Output
Records, Data File
Outputs:

Output records are
records derived directly
from the system master
record. Examples include
system generated reports
{in hardcopy or electronic
format), online displays or
summary statistical
information, or any
combination of the above.
By contrast, reports
created using system
information but not
created directly from the
system itself are not
system output records, for
example an annual report
that agency staff prepares
based on reviewing
nformation in the system.

Exclusion 1: Query results ’
or electronic reports
created for a specific
business need such as an
established reporting
requirement or a response
to a formal request from a
higher level office of the
agency or an entity
external to the agency.
Such records should be
filed with an appropriate
refated series when
applicable. if not
applicable, these records
must be scheduled.

Trigger(s)

TEMPORARY: Destroy
when business use
ceases.

DAA-GRS-2013-0002-0006)




5. Data Frles Consisting ot
Summarized Information.
Records that contain
summarized or aggregated
information created by

Délete when the BEEIVIEV

determines that they are
no longer needed for
administrative, legal,
audit, or other operational

2610.5 ELECTRONICRECORDS | COTPining data elements purposes. _|wain GRS 20.4
or individual observations NOTE: Data files consisting
from a single master file or| of summarized
database that is information which were
disposable under a GRS created from a master file
item or is authorized for or database that is
geietianR ARl o patshegiierRshaRg—
Extracted Information. determines that they are
Electronic files consisting no longer needed for
solely of records extracted administrative, legal,
from a single master file or audit, or other operational
database thatis purposes.
2610.6 ELECTRONICRECORDs |C1SPOs3ble under GRS 20 NOTE: (1) Records wnin GRS 20.5
or approved for deletion consisting of extracted
by a NARA-approved information that was
disposition schedule, created from a master file
EXCLUDING extracts that or database that is
are: unscheduled, or that was
» Produced as disclosure- scheduled as permanent,
frag filoc ta allawr nithlic hut nnl Qyiste nrna
7. Print File. Electronic file Delete when the actwity
2610.7 ELECTRONIC RECORDS extracted from a r.naster determines that they are wnin GRS 20.6
file or database without no longer needed for
changing it and used solely admunistrative, legal,
8. Technical Reformat File. Delete when the activity
2610.8 ELECTRONIC RECORDS Electronic file consisting of determines that they are wnin GRS 20.7

data copied from a

complete or partial master

no longer needed for
administrative, legal,




2080-45 GRS 4.3 040 - fNon- Non-recordkeeping cople$ | Trigger(s) TEMPORARY: Destroy  |x DAA-GRS-2013-0001-6007
Recordkeeping Copies of {of electronic records immaediately after g
Electronic Records: maintaified In email capying to-a
. systems, computer hard | recordkeeping system or
: drives o networks, web- |- otherivise p_re_sérviug,bdt -
" Isetvers, or other location fonger retention Is ‘
‘|after the recordkeeping authorized If required foc
copy has been copied to a business use.
recordkeeping system or ,
otherwise preserved. This
jincludes:
o documents such as
letters, memoranda,
. {reports, handbooks,
directives, manuals,
briefings or presentations
created on office
applications, including
Portable Document
Format (PDF) orits
' equivalent - . -
o senders’ and recipients’
versions of electronic mail
messages that meet the
14. Word Processing Files. Delete from the word
2610.14 ELECTRONICRECORDS  |Pocuments such as letters, pracessing system when GRS 20.13
memoranda, reports, no longer needed for
handbooks, directives, and updating or revision.
15. Electronic Mail
Records. Senders’ and .
recipients’ versions of Delete from the e:mall .
2610.15 ELECTRONIC RECORDS electronic mail messages system afte-r copyingtoa |wnln GRS 20.14
that meet the deflnition of recordkeeping system.
Federal records, an
16. Electronic Delete when no longer
2610.16a ELECTRONIC RECORDS Spreadsheets. Electronic needed to update or wnin GRS 20.15a

spreadsheets generated to

produce hard copy.




ectronic Delete after the expiration
Spreadsheets. Electronic of the retention period
spreadsheets generated to authorized for the hard
support administrative copy by GRS or a NARA-
2610.16b ELECTRONIC RECORDS | functions or generated by approved SF 115. Ifthe | GRS 20.15b
an individual as electronic version replaces
background materials or hard copy records with
feeder reports differing retention periods
b. When maintained only and activity software does
in electronic form not readilv nermit






