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Litigation Technology Service Center JJata System

U. S. Department of Justice
Executive Office for United States Attorneys

A. Organizational Context

1. Background. The position of United States Attorney was established by the Judiciary Act of
1789 (1 Stat 73, § 35), and the mission of the United States Attorneys' Offices (USAOs) IS to prosecute
criminal offenses and litigate cIvil matters on behalf of the United States In all 94 Federal judicial districts
nationwide 28 USC § 547 By Attorney General Order No 8-53 (April 6, 1953), the Executive Office
for United States Attorneys (EOUSA) was created to "[plrovide general executive assistance and
supervision to the offices of the United States Attorneys" 28 C F R §O 22

2. Records Custodian. EOUSA's Litigation Technology Service Center (LTSC) ISa government
owned, contractor operated data processing facilrty that serves EOUSA and all 94 USAOs Its services
Include digitiZing paper documents and loading electronic Information Into databases as needed for
litigation, discovery, investigative, and administrative purposes LTSC jobs are Initiated through a
Preliminary Work Order (PWO) Identifying the requester, job type, and related Issues Tasks associated
With accepted projects are then specrned In a Litigation Work Plan (LWP) There are two types of LTSC
data - job-related and operational - each of which IS retained for different periods

(a) Job Data. After processing, the LTSC either physically returns job data to the appropriate
project requesters (e g , via emall.CD/DVD or other portable media, or temporary ne~Qrk snare) or hosts
the data for them In the LTSC's secure web repository The LTSC typically g818t~r proClSs~d job data -
absent a speciftc preservation request - either (1) 30 days after transmission of the final email or
CD/DVD dellverables to the project requester, or (2) 30 days after the project requester no longer needs
access to data hosted In the LTSC's secure web repository

(b) Operational Data. In addition to processed job data (which ISdeleted after delivery as noted
above), the LTSC also maintains and retains operational records as follows An electronic project
database, known as LAWTICS (I e , "Litigation Activity Workflow Time and Inventory Control System"),
contains data about the nature of each project, Including project specmcations, contractual performance
data, job rnetncs, and other activities performed dunnq the processing of each project The LTSC also
maintains operational information outside of LAWTICS, such as staff security and personnel information,
web access user credentials, employee confidentiality agreements, contnct-ot-mterest forms, and
information regarding compliance With grand JUry, tax privacy and other legal/contractual requirements
This data has federal record value that exceeds the life of the LTSC contract term and may be required
for subsequent case/investigation-related needs

B. LTSC Data System Description

1. Inputs.

a. e Preliminary Work Order (PWO) ISa form ernailed to the LTSC by the
USAO/EOUSA projec ster, Identifying the job type, client agencies, investigatory targets, and
related Issues, such as whether ct requires the processing of sensitive grand JUry or federal tax
information, In which case specral handling p s apply LTSC staff members upload a copy of the
PWO and manually transfer certain PWO Information Into SC's operational database (LAWTICS)
used to generate a Litigation Work Plan (LWP) descnbed below b

(;.t<S ,,0,2,.

b. The Litigation Work Plan (LWP) ISan auto-generated form ernailed by the LTSC to the
USAO/EOUSA project requester and developed after analysis of the PWO, which summarizes the
specmc tasks to be performed The data contained In the LWP ISderived from the project information
submitted In the PWO and manually entered Into the LTSC's operational database (LAWTICS)
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Litigatio-n Technology Service Center Data System

Disposition: TEMPORARY; destroy/delete after 65 years. Cutoff ISSeptember 30 of
each year The LWPs will be stored In either pdf, flat file, or approved database format

2. Master File.

a. LTSC Operational Records in LAWTICS: An electronic project database, known as
LAWTICS, contains operational data about the nature of each project, including project specifications,
contractual performance data, job rnetncs, and other activities performed durmq the processing of each
project

Disposition: TEMPORARY; destroy/delete after 65 years. Cutoff ISSeptember 30 of
each year LAWTICS reports for each project completed by September 30 shall be stored
In either pdf, flat file or approved database format

b. LTSC Operational Records outside LAWTICS: The LTSC also maintains operational
Information outside of LAWTICS, such as staff security and personnel Information, web access user
credentials, employee confidentiality agreements, conflict-of-mterest forms, and Information regarding
compliance With grand jury, tax privacy and other legal/contractual requirements

Disposition: TEMPORARY; destroy/delete after 65 years. Cutoff ISSeptember 30 of
each year The database shall be stored In either pdf, flat file or approved database
format

3. Outputs.

a. Email or CDIDVD Deliverables: If so requested, the LTSC returns processed job data
to the USAO/EOUSA project requester via disk (e g , CD/DVD or other portable media) or via an email
link to a temporary network share for downloading on the project requester's office network

Disposition: TEMPORARY. Destroy/delete the LTSC's copy of the dellverables 90
days after return of email or CD/DVD dellverables to the project requester NOTE The
project requester (not LTSC) IS responsible for observing all record retention
requirements applicable to any federal records contained In the dellverables

b. Hosted Web-based Deliverables: If so requested, the LTSC hosts processed job data
for the USAO/EOUSA project requester on the LTSC's secure web repository until no longer needed

Disposition: Temporary. Destroy/delete the LTSC's copy of the dellverables 90 days
after the project requester no longer needs access to data hosted In the LTSC's secure
web repository NOTE The project requester (not LTSC) IS responsible for observing all
record retention requirements applicable to any federal records contained In the
dellverables
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Disposition: TEMPORARY

September 9, 2009 Page 2


